
SUPERWARRANTS 

Susan Freiwald* & Paul Ohm** 

When the police use new forms of powerful surveillance technology to peer into the 

intimate details of private life, a bare search warrant is not enough to protect Fourth 

Amendment rights. A search warrant today requires the same triple of protections 

it did at the time of the Founding: judicial review, probable cause, and particularity. 

For at least 60 years, courts have added tailored requirements to this list of 

protections, sometimes referred to as “superwarrant requirements.” They have 

imposed, for example, time limits on ongoing searches; minimization requirements 

(i.e., obligations to filter) to protect the haystack of data when the police are looking 

for a few needles; and necessity rules, which permit some forms of surveillance only 

as a last resort. 

Some judges and most scholars have tended to treat superwarrant requirements as 

uncommon, unusual, and best left to legislation. On the contrary, courts have added 

new superwarrant requirements at a steady pace over time, meeting the specific and 

invasive characteristics of technologies such as wiretaps, hidden video surveillance, 

and searches through massive hard drives. They have recognized that without 

superwarrant requirements, search warrants would be indistinguishable from the 

general warrants that helped spark the American Revolution and motivated the 

Founders to enact the Fourth Amendment. 

This Article reveals the unappreciated ordinariness of superwarrant restrictions. It 

argues that recent technological developments demand the expanded use of 

preexisting and new superwarrant requirements. To protect our civil liberties in the 

face of new forms of location tracking, new methods of probing our relationships 

and innermost thoughts, and powerful new forms of artificial-intelligence-fueled 

prediction and inference, we need much more protection than what traditional 

search warrants provide. 
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INTRODUCTION 

Mere search warrants are no longer enough to protect Fourth Amendment 

rights. When the police employ powerful new surveillance systems built on new 
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technologies, the legacy triple protections of probable cause,1 particularity,2 and 

judicial review3 fail to cabin police power or protect individual privacy and liberty. 

When judges authorize technologically supercharged surveillance techniques, 

simple warrants become indistinguishable from the general warrants and writs of 

assistance that the Founders abhorred.4 To restore the proper constitutional balance, 

judges need to draw from a richer and more powerful toolkit of protections. 

We refer to the tools in this toolkit as “superwarrant” requirements, and 

they are most closely associated with rules the Supreme Court established in Berger 

v. New York5 and Congress then codified in the Federal Wiretap Act.6 

Berger, decided in 1967, confronted the invasive power of a then-new form 

of technological surveillance—the use by police of hidden microphones—holding 

that the basic search-warrant requirements were not enough to make the surveillance 

constitutionally reasonable.7 The Court tailored superwarrant requirements to the 

invasive features of hidden microphones as the necessary means to avoid approving 

 
 1. The Fourth Amendment requires that “no Warrants shall issue, but upon 

probable cause.” U.S. CONST. amend. IV. The Supreme Court has defined probable cause to 

require “a practical, common-sense decision whether, given all the circumstances set forth in 

the affidavit . . . , there is a fair probability that contraband or evidence of a crime will be 

found in a particular place.” Illinois v. Gates, 462 U.S. 213, 238 (1983). Searches and seizures 

may not gather more than is justified by probable cause, meaning they may not be overbroad. 

 2. The Fourth Amendment also requires that warrants must “particularly 

describ[e] the place to be searched, and the persons or things to be seized.” U.S. CONST. 

amend. IV. Courts connect this requirement to the Constitutional prohibition of general 

warrants. Andresen v. Maryland, 427 U.S. 463, 480 (1976). The particular description in the 

warrant must limit the discretion of the police officer executing the warrant enough to avoid 

the breadth of a general warrant search. Id. 

 3. The Supreme Court has explained, “The purpose of a warrant is to allow a 

neutral judicial officer to assess whether the police have probable cause to make an arrest or 

conduct a search. . . . [T]he placement of this checkpoint between the Government and the 

citizen implicitly acknowledges that an ‘officer engaged in the often competitive enterprise 

of ferreting out crime,’ may lack sufficient objectivity to weigh correctly the strength of the 

evidence supporting the contemplated action against the individual’s interests in protecting 

his own liberty and the privacy of his home.” Steagald v. United States, 451 U.S. 204, 212 

(1981) (citation omitted). 

 4. Boyd v. United States, 116 U.S. 616, 625 (1886) (recounting James Otis’s 

speech against colonial writs of assistance and quoting John Adams as having said, “then and 

there was the first scene of the first act of opposition to the arbitrary claims of Great Britain. 

Then and there the child Independence was born”); see also Maryland v. King, 569 U.S. 435, 

466 (2013) (Scalia, J., dissenting) (“At the time of the Founding, Americans despised the 

British use of so-called ‘general warrants’—warrants not grounded upon a sworn oath of a 

specific infraction by a particular individual, and thus not limited in scope and application.”); 

DAVID GRAY, THE FOURTH AMENDMENT IN AN AGE OF SURVEILLANCE 70 (2017) [hereinafter 

GRAY, AGE OF SURVEILLANCE] (discussing relationship between general warrants and writs 

of assistance in colonial times). 

 5. 388 U.S. 41, 58–60 (1967). 

 6. Omnibus Crime Control and Safe Streets Act of 1968, Pub. L. No. 90-351, 

tit. III, §§ 801–02, 82 Stat. 197, 211–23 (codified as amended as the Federal Wiretap Act in 

the Electronic Communications Privacy Act of 1986 at 18 U.S.C. §§ 2510–23 (2025)). 

 7. 388 U.S. at 58–60. 
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a general warrant.8 As only one example, because these hidden bugs could record 

conversations for extended periods, the Court imposed time limits (sometimes called 

duration requirements) to help ensure that the recordings were focused on people of 

interest and were tied to the evidence establishing probable cause.9 

Because Congress quickly codified Berger in the Wiretap Act, most 

judicial and scholarly discussions of superwarrants have concluded that 

superwarrant tools are uncommon, narrowly associated with wiretapping, and best 

created by legislatures.10 This Article corrects twin mistakes in these views. First, 

far from being a standalone case, Berger has been followed by a steady progression 

 
 8. Id. 

 9. Id. at 59. 

 10. Despite the importance of superwarrants, very few scholars or courts have ever 

discussed them, at least by name. Searches for three different spellings—“super-warrants,” 

“superwarrants,” and “super warrants”—in Westlaw return only 106 mentions in secondary 

sources and a scant 13 uses in judicial opinions. There are no article-length treatments of the 

topic. For more than mere mentions of the topic, see Matthew B. Kugler, Public Perceptions 

Can Guide Regulation of Public Facial Recognition, 25 COLUM. SCI. & TECH. L. REV. 1,  

48–51 (2023) (arguing for the expansion of superwarrants to live face tracking and discussing 

increased protections against facial-ID technology); Andrew Guthrie Ferguson, Surveillance 

and the Tyrant Test, 110 GEO. L.J. 205, 271–75 (2021) (framing the Fourth Amendment as a 

constraint on government power and arguing that requiring superwarrants for surveillance is 

the best way for the Judiciary to check tyranny); Matthew B. Kugler & Meredith Hurley, 

Protecting Energy Privacy Across the Public/Private Divide, 72 FLA. L. REV. 451, 505–07 

(2020) (arguing for the application of certain superwarrant requirements to law enforcement 

access of smart meter data); Jennifer S. Granick et al., Mission Creep and Wiretap Act ‘Super 

Warrants’: A Cautionary Tale, 52 LOY. L.A. L. REV. 431, 443–60 (2019) (arguing that 

superwarrant protections have been eroded by a lack of strict enforcement and the application 

of numerous exceptions, and have legitimized surveillance rather than limit it); Eldar Haber, 

The Wiretapping of Things, 53 U.C. DAVIS L. REV. 733, 783–93 (2019) (arguing that advances 

in technology have rendered superwarrants insufficient and necessitate new “ultra-warrant” 

requirements that consider the “potential impact on human rights and liberties”); John S. 

Connolly, “You’ve Taken All You Can Bear”: Replacing the Rickety Framework for Law 

Enforcement Access to Private Communications, 55 HARV. J. ON LEGIS. 209, 222–28,  

231–33 (2018) (advocating for a new comprehensive surveillance framework that expands 

superwarrant protections to all forms of “sensitive information that are broad in scope”); 

Jonathan Mayer, Government Hacking, 127 YALE L.J. 570, 641–43, 649 (2018) (arguing that 

superwarrant requirements should be categorically extended to government hacking); Paul 

Ohm, The Investigative Dynamics of the Use of Malware by Law Enforcement, 26 WM. & 

MARY BILL RTS. J. 303, 329–35 (2017) [hereinafter Ohm, Investigative Dynamics] (arguing 

that the nature of malware has led law enforcement to self-impose superwarrant requirements 

on its use, yet would still benefit from official codification); Chris J. Chasin, The Revolution 

Will Be Tweeted, but the Tweets Will Be Subpoenaed: Reimagining Fourth Amendment 

Privacy to Protect Associational Anonymity, 2014 U. ILL. J.L. TECH. & POL’Y 1, 56 (arguing 

for the application of superwarrant-like protections to network-based reconstructive analysis 

to preserve associational privacy); Susan Freiwald, Cell Phone Location Data and the Fourth 

Amendment: A Question of Law, Not Fact, 70 MD. L. REV. 681, 747–48 (2011) [hereinafter 

Freiwald, Cell Phone Location Data] (suggesting that the Fourth Amendment may require 

superwarrants for the disclosure of cell site location information); Orin S. Kerr, Internet 

Surveillance Law After the USA Patriot Act: The Big Brother That Isn’t, 97 NW. U. L. REV. 

607, 645–47 (2003) (asking whether human-to-computer communications fall within the 

scope of “contents” and thus require a superwarrant). 
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of opinions by lower-court judges who have devised new superwarrant requirements 

appropriate to the features of surveillance technologies before them.11 Lower courts 

have used superwarrant tools when authorizing requests to deploy hidden video 

cameras,12 search through massive hard drives,13 and conduct continuous overhead 

photo surveillance of a city from airplanes.14 These courts have all realized, as the 

Supreme Court in Berger did, that mere search warrants operate as unconstitutional 

general warrants when they authorize expansive surveillance.15 This Article 

recovers a neglected jurisprudential history of superwarrant use well beyond the 

context of wiretapping. 

The second mistake of relegating superwarrant requirements to exceptional 

and rare situations is that it fails to address the recent, and likely future, steady 

increase in power of surveillance technology.16 The world is awash in sensors that 

collect our movements, communications, actions, plans, and habits, with new ones 

devised and deployed every day.17 Private and government actors alike digitize and 

store all of this information in massive databases.18 New forms of inference and 

prediction turn these massive pools of data into insights about our private plans, 

associations, and even thoughts.19 And law-enforcement agents seek all of this 

information, often with a mere warrant and sometimes without any judicial review.20 

This Article gives superwarrants their jurisprudential due, placing them on 

a firmer theoretical footing. Doing so helps justify and normalize development of 

new superwarrant requirements tailored to the characteristics of specific surveillance 

technologies. It offers a three-step framework, gleaned from Berger and its progeny, 

that courts must apply when asked to authorize technologically fueled 

 
 11. See infra Part III. 

 12. See infra Section II.B (analyzing United States v. Torres, 751 F.2d 875 (7th 

Cir. 1984) and cases following it). 

 13. See, e.g., United States v. Comprehensive Drug Testing, Inc., 621 F.3d 1162, 

1176–77 (9th Cir. 2010) (en banc) (per curiam); In re Search of 3817 W. West End 321 F. 

Supp. 2d 953, 962–63 (N.D. Ill. 2004) (holding that magistrate judges have authority to 

impose ex ante search protocols for searches of computer storage devices); United States v. 

Stetkiw, No. 18-20579, 2019 WL 2866516, at *6 (E.D. Mich. July 3, 2019) (permitting search 

but recommending ex ante procedures in the future to avoid overbroad searches). 

 14. Leaders of a Beautiful Struggle v. Baltimore Police Dep’t, 2 F.4th 330, 348 

(4th Cir. 2021) (en banc). 

 15. 388 U.S. 41, 59 (1967). 

 16. See infra Section II.B. 

 17. Andrew Guthrie Ferguson, Structural Sensor Surveillance, 106 IOWA L. REV. 

47, 52 (2020) [hereinafter Ferguson, Structural Sensor Surveillance]; Andrew Guthrie 

Ferguson, The “Smart” Fourth Amendment, 102 CORN. L. REV. 547, 560 (2017) [hereinafter 

Ferguson, Smart Fourth Amendment]; Andrew Guthrie Ferguson, The Internet of Things and 

the Fourth Amendment of Effects, 104 CALIF. L. REV. 805, 817–19 (2016) [hereinafter 

Ferguson, Internet of Things]. 

 18. Barry Friedman & Danielle Keats Citron, Indiscriminate Data Surveillance, 

110 VA. L. REV. 1351, 1363–73 (2024). 

 19. Alicia Solow-Niederman, Information Privacy and the Inference Economy, 

117 NW. U. L. REV. 357, 381–87 (2022). 

 20. See Christopher Slobogin, “Volunteer” Searches, 85 U. PITT. L. REV. 1, 4 

(2023) (noting that government often receives “voluntary” data from data brokers and other 

private actors without first seeking judicial authorization). 
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surveillance: (1) identify the characteristics of the surveillance that threaten privacy 

or increase police power; (2) assess whether authorizing that form of surveillance 

using a traditional warrant based on probable cause, particularity, and judicial 

review satisfies the requirements of the Fourth Amendment in light of the invasive 

characteristics identified; and if not, (3) tailor superwarrant requirements to cure the 

Fourth Amendment deficiency.21 

This Article applies the three-step framework in a series of case studies. In 

addition to Berger’s time limits, it focuses on a few superwarrant tools that are 

currently in use and may be further developed, including the following: 

Minimization. Sometimes, law enforcement must search through a larger 

haystack of information in order to locate the few needles of evidence for which 

they have probable cause.22 In those cases, courts might impose obligations to 

minimize, i.e., filter out, nonresponsive information.23 

Necessity. Necessity allows government agents to undertake some forms of 

surveillance only as a last resort.24 For example, the Federal Wiretap Act recognizes 

that voice wiretapping is especially invasive and requires the government to pursue 

less invasive means of surveillance before turning to it.25 A court cannot authorize 

a wiretap unless it concludes that “normal investigative procedures have been tried 

and have failed or reasonably appear to be unlikely to succeed if tried or to be too 

dangerous.”26 

Iteration. Courts have imposed iteration obligations, ordering investigators 

to return to the judge to renew or extend prior authorizations.27 Many magistrate 

judges have imposed iteration as a condition for approving warrants to search 

through massive hard drives.28 Agents must prespecify a detailed search protocol, 

 
 21. See infra Section IV.A (describing and justifying the three-step approach). 

 22. Emily Berman, Digital Searches, the Fourth Amendment, and the 

Magistrates’ Revolt, 68 EMORY L.J. 49, 66–71 (2018) (describing the origins of minimization 

requirements). 

 23. Federal Wiretap Act, 18 U.S.C. § 2518(5). Minimization comes up most often 

in the national security context, especially as a requirement of the Foreign Intelligence 

Surveillance Act, or FISA, 50 U.S.C. §§ 1801(h), 1805(c)(2)(A). E.g., Berman, supra note 

22, at 72–81; Laura K. Donohue, The Evolution and Jurisprudence of the Foreign Intelligence 

Surveillance Court and Foreign Intelligence Surveillance Court of Review, 12 HARV. NAT’L 

SEC. J. 198, 266–69 (2021) (discussing FISA’s minimization procedures). 

 24. Thomas K. Clancy, The Purpose of the Fourth Amendment and Crafting Rules 

to Implement That Purpose, 48 U. RICH. L. REV. 479, 510 (2014) (discussing history of 

concept of establishing government necessity to search); see also Nadine Strossen, The 

Fourth Amendment in the Balance: Accurately Setting the Scales Through the Least Intrusive 

Alternative Analysis, 63 N.Y.U. L. REV. 1173, 1242 (1988) (proposing a “least intrusive 

alternative” test for searches and seizures). 

 25. 18 U.S.C. § 2518(3)(c). 

 26. Id. 

 27. See sources cited supra note 13. 

 28. Id. 
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and they must return to the judge for reauthorization before extending that 

protocol.29 

Besides these superwarrant tools, new technologies should spur courts to 

develop new restrictions as more intrusive forms of surveillance emerge.30 

This Article proceeds in four parts. Part I surveys the aspects of modern 

technological surveillance that allow the police to invade Fourth Amendment rights 

and explains how traditional search warrants are insufficient to protect those rights. 

Part II excavates an underappreciated jurisprudential history of the rise of judicial 

power to craft superwarrant tools. Part III synthesizes these precedents together with 

scholarly proposals into a three-part framework for imposing superwarrant 

restrictions. Finally, Part IV applies this framework to four case studies, covering 

the police use of real-time cell site location information monitoring; geofences; 

reverse keyword searches; and powerful new forms of artificial intelligence. 

Judges must continue applying superwarrant obligations to govern the 

invasive practices of the modern surveillance state. The Fourth Amendment 

demands it. 

I. HOW SEARCH WARRANTS FAIL TO PROTECT FOURTH 

AMENDMENT RIGHTS FROM NEW SYSTEMS OF TECHNOLOGICAL 

SURVEILLANCE 

The police take advantage of new systems of technological surveillance to 

dramatically increase their power to invade the privacy of individuals and groups.31 

These actions deny rights that the Fourth Amendment protects, yet the model of 

one-and-done probable cause search warrants, which we call “Founders’ warrants,” 

cannot alone restore those rights. 

A. The Founders’ Search Warrants 

In both caselaw and scholarship interpreting the Fourth Amendment, the 

presumed pinnacle of procedural safeguards has been the traditional search 

warrant.32 Ever since Katz, courts have assessed newly developed forms of police 

 
 29. United States v. Comprehensive Drug Testing, Inc., 621 F.3d 1162, 1179 (9th 

Cir. 2010) (Kozinski, J., concurring) (arguing that search warrants for massive hard drives 

should specify search protocols ex ante, binding agents to those protocols “[a]bsent further 

judicial authorization”). 

 30. See Paul Ohm, The Surveillance Regulation Toolkit: Thinking Beyond 

Probable Cause, in THE CAMBRIDGE HANDBOOK OF SURVEILLANCE LAW 491, 491 (David 

Gray & Stephen E. Henderson eds., 2017) [hereinafter Ohm, Surveillance Regulation Toolkit] 

(listing 16 different restrictions on search warrants that courts or legislatures have imposed). 

 31. See, e.g., ORIN KERR, THE DIGITAL FOURTH AMENDMENT: PRIVACY AND 

POLICING IN OUR ONLINE WORLD 9–40, 151–70 (2024) [hereinafter KERR, THE DIGITAL 

FOURTH]; GRAY, AGE OF SURVEILLANCE, supra note 4, at 23–67, 249–94; CHRISTOPHER 

SLOBOGIN, PRIVACY AT RISK 79–117 (2007); Susan Freiwald, Online Surveillance: 

Remembering the Lessons of the Wiretap Act, 56 ALA. L. REV. 9, 11 (2004) [hereinafter 

Freiwald, Online Surveillance]. 

 32. See infra Section IV.B. 
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surveillance—from pen registers33 to thermal imagers34 to the monitoring of cell site 

location information35—under the “reasonable expectation of privacy” (“REP”) test, 

which determines whether a discrete police action constitutes a “search” within the 

meaning of the Fourth Amendment.36 Implicit in this analysis is that when 

something is deemed a search—as the Supreme Court concluded with respect to use 

of thermal imagers37 and acquisition of historical cell site location information38—a 

warrant is sufficient to protect the target’s constitutional rights. 

The problem is that this “pinnacle” of procedural protection falls far short 

of what is needed to protect Fourth Amendment rights in the face of modern 

surveillance systems. Bare search warrants today provide the same trio of procedural 

safeguards as they did at the time of the founding of this country: review by a 

detached and neutral judge, probable cause, and particularity.39 These three alone no 

longer do nearly enough to protect privacy and cabin police power. 

Because today’s warrants are so close to those issued at the time of the 

Founding, we call them “Founders’ warrants.” Despite nearly 250 years of legal and 

technological development, judges issue warrants after considering narrow facts 

about small numbers of individuals, having obtained those facts from a limited 

exchange of information between officer and judge in an ex parte setting and then 

measuring those facts against the relatively low standards of probable cause and 

particularity. In short, judges tend to issue warrants based on single, frozen 

snapshots of time, using a one-and-done, near-future-focused form of analysis. 

Consider each of these features in turn. 

A Frozen Moment in Time. Today’s traditional search-warrant procedures 

involve the judge at a single, frozen moment in time, the moment the officer presents 

an affidavit to obtain the judge’s signature.40 The judge has to assess what the police 

officer has learned up until that moment, acting like a temporal sentry. Once the 

judge finds probable cause and sufficient particularity, they hoist open the timeline 

gate, and everything that happens after that frozen moment is no longer subjected to 

judicial scrutiny. 

One-and-Done. Most Founders’ warrants authorize one or a few discrete 

acts of search and seizure. The police may enter this home, search in all of the 

home’s rooms for these items, and leave with every apparently responsive item.41 

 
 33. Smith v. Maryland, 442 U.S. 735, 735 (1979). 

 34. Kyllo v. United States, 533 U.S. 27, 28 (2001). 

 35. Carpenter v. United States, 585 U.S. 296, 302–03 (2018). 

 36. Katz v. United States, 389 U.S. 347, 360–61 (1967) (Harlan, J., concurring). 

 37. Kyllo, 533 U.S. at 40. 

 38. Carpenter, 585 U.S. at 315–16. 

 39. See supra notes 1–3 (defining probable cause, particularity, and the 

requirement of judicial review). 

 40. U.S. CONST. amend. IV (requiring for a search warrant that the “probable 

cause” be “supported by Oath or affirmation, and particularly describing the place to be 

searched, and the persons or things to be seized”); FED. R. CRIM. P. 41(d)(1) (requiring “an 

affidavit or other information”). 

 41. United States v. Ross, 456 U.S. 798, 821 (1982) (“[A] warrant that authorizes 

an officer to search a home for illegal weapons also provides authority to open closets, chests, 

drawers, and containers in which the weapon might be found.”). 
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Broader Founders’ warrants may authorize searches and seizures at several places, 

for example in the case of an orchestrated takedown of a multisite conspiracy.42 The 

affidavit and warrant are the script for a play with one act: a search.43 Sometimes 

these plays involve a short epilogue—further analysis of the items seized back at the 

station: flipping through the pages of the address book, or rifling through the pockets 

of the clothing seized.44 But these additional acts are discrete and limited in time and 

scope. 

Near-Future Focused. An affidavit makes a prediction about the very near 

future—that additional evidence may be found at a particular place or on a particular 

person.45 The further in the future the prediction, however, the more speculative and 

less reliable the prediction, regardless of how it is made. Evidence becomes stale, 

and stale evidence cannot support probable cause.46 

Probable Cause and Overbreadth. The probable cause justification 

standard does not place high hurdles before the police.47 This is by design, as our 

system tries to strike a balance between limiting the power of the police to invade 

citizens’ privacy and empowering the police to investigate crime. The Supreme 

Court has defined probable cause as only a “fair probability that contraband or 

evidence of a crime will be found in a particular place.”48 It requires a “flexible, 

common-sense” decision,49 which cannot be quantified,50 although some judges 

place it below the more-likely-than-not standard of civil liability.51 

 
 42. See Williams v. State, 240 P.2d 1132, 1138–39 (Okla. Crim. App. 1952) 

(establishing the power to search more than one separate address with a single warrant while 

interpreting the Oklahoma Constitution but being widely cited outside Oklahoma); see also 

WAYNE R. LAFAVE, SEARCH AND SEIZURE: A TREATISE ON THE FOURTH AMENDMENT § 4.5(c) 

(6th ed. 2020) (referring to Williams as “the leading case”). 

 43. We sometimes use the term “search” to encompass seizures as well as 

searches. 

 44. United States v. Johnson, 93 F.4th 605, 613 (2d Cir. 2024) (“When criminal 

investigators reexamine evidence that has lawfully been seized pursuant to a warrant – 

returning to look again at a drug ledger, for instance, or to perform lab tests on a blood-stained 

jacket – we do not ordinarily view such investigative steps as constituting a new Fourth 

Amendment event.”). 

 45. Sgro v. United States, 287 U.S. 206, 210 (1932) (“While the statute does not 

fix the time within which proof of probable cause must be taken by the jduge [sic] or 

commissioner, it is manifest that the proof must be of facts so closely related to the time of 

the issue of the warrant as to justify a finding of probable cause at that time.”). 

 46. E.g., United States v. Dalton, 918 F.3d 1117, 1128–29 (10th Cir. 2019) 

(finding a search unsupported by probable cause when the officers learned new information 

that rendered the facts in the affidavit outdated and stale). 

 47. Brinegar v. United States, 338 U.S. 160, 176 (1949) (placing the probable 

cause standard above bare suspicion but below the standard for conviction, explaining that it 

strikes a balancing between protecting privacy and empowering the police). 

 48. Illinois v. Gates, 462 U.S. 213, 238 (1983). 

 49. Id. at 239. 

 50. Maryland v. Pringle, 540 U.S. 366, 371 (2003). 

 51. Texas v. Brown, 460 U.S. 730, 742 (1983) (plurality opinion). But see Cynthia 

Lee, Probable Cause with Teeth, 88 GEO. WASH. L. REV. 269, 310–15 (2020) (arguing that 
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Even when the evidence in an affidavit meets the low probable cause 

standard, it must also justify the scope of the search. Defendants can challenge broad 

warrants for overbreadth on the grounds that they permit a broader search than the 

evidence supports.52 

Particularity. Similarly, the particularity standard requires that the warrant 

specify the “place to be searched, and the persons or things to be seized.”53 It is 

designed to ensure “that the search will be carefully tailored to its justifications, and 

will not take on the character of the wide-ranging exploratory searches the Framers 

intended to prohibit.”54 In other words, the Framers intended Founders’ warrants to 

be narrowly circumscribed. 

Individualized. A warrant affidavit tends to list the name of a person (or 

related cohabitants) suspected of crimes or the people who might be holding or 

harboring evidence of crimes.55 For example, courts have held that a warrant to 

search the building at a single address did not support searching multiple apartments 

within the building.56 

Limited-Information Exchange. During the frozen moment in time, the 

judge is given very little information upon which to base their review.57 In many 

cases, all they see is an affidavit and a draft warrant.58 Although affidavits vary in 

length and complexity, they tend to stick to the facts needed to win the judge’s 

signature.59 At the time the Founders enacted the Fourth Amendment, having a 

neutral magistrate approve of searches and seizures was a considerable improvement 

over having no judicial involvement. 

* * * 

These features together met the Founders’ needs under the Fourth 

Amendment, whose “basic purpose . . . is to safeguard the privacy and security of 

individuals against arbitrary invasions by governmental officials.”60 For the 

Founders, those broad and indiscriminate invasions had come in the form of writs 

 
history, precedent, and logic suggest that probable cause requires a higher standard than 

suggested in Texas v. Brown’s plurality). 

 52. United States v. Leary, 846 F.2d 592, 602, 609 (10th Cir. 1988) (finding a 

warrant facially overbroad for authorizing the seizure of a broad list of kinds of business 

records “relating to” the illegal sale of technology to China). 

 53. U.S. CONST. amend. IV. 

 54. Maryland v. Garrison, 480 U.S. 79, 84 (1987). 

 55. Steagald v. United States, 451 U.S. 204, 216 (1981) (holding that an arrest 

warrant for a suspected criminal does not authorize entry into a different person’s home to 

search for the suspect). 

 56. United States v. Ritter, 416 F.3d 256, 266–67 (3d Cir. 2005). 

 57. See FED. R. CRIM. P. 41(d) (listing requirements for obtaining a search warrant 

from a federal magistrate judge). 

 58. See id. 

 59. Compare United States v. Ventresca, 380 U.S. 102, 108 (1965) (affidavits read 

in a “commonsense and realistic fashion” without “[t]echnical requirements of elaborate 

specificity”), with Nathanson v. United States, 290 U.S. 41, 47 (1933) (“Mere affirmance of 

belief or suspicion is not enough.”). 

 60. Carpenter v. United States, 585 U.S. 296, 303 (2018) (internal quotation marks 

omitted) (citing Camara v. Mun. Ct., 387 U.S. 523, 528 (1967)). 
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of assistance and general warrants, both of which were used by “British officers to 

rummage through homes in an unrestrained search for evidence of criminal 

activity.”61 In particular, writs of assistance empowered revenue officers to choose, 

without any oversight, to search any place, including colonists’ vessels, warehouses, 

and homes for evidence of smuggled goods.62 British officials had used general 

warrants, again without judicial review, in both England and the colonies to search 

private homes and offices for evidence of libel, which at that time meant criticism 

of the Crown.63 

The Founders’ warrants protected against both of these practices by 

requiring that officials have some quantum of suspicion (probable cause) before 

initiating a search or seizure, having an independent member of the Judiciary 

evaluate those predicates and then having official surveillance activity adhere to the 

warrant’s particular description. Execution of Founders’ warrants often involved 

rummaging through some personal and nonincriminating evidence, but with the ex 

ante involvement of a reviewing judge, making a one-time evaluation, Founders’ 

warrants could achieve Fourth Amendment reasonableness.64 Importantly, 

Founders’ warrants limited official discretion and did not leave liberty in the hands 

of petty officers.65 

Consider next how time has expanded the power of the police and narrowed 

the privacy of the people when mere Founders’ warrants are used to authorize new 

forms of technological surveillance. 

B. Founders’ Warrants No Longer Adequately Protect Fourth 

Amendment Interests 

Due to features of modern surveillance systems, Founders’ search warrants 

no longer provide the protection the Fourth Amendment requires. When used to 

authorize modern forms of surveillance, Founders’ warrants become 

indistinguishable in practice and effect from the general warrants and writs of 

assistance the Framers of the Fourth Amendment reviled.66 Regulating modern 

 
 61. Id. (citing Riley v. California, 573 U.S. 373, 403 (2014)); see GRAY, AGE OF 

SURVEILLANCE, supra note 4, at 69–71, 141–44, 154 (describing this history); William J. 

Stuntz, The Substantive Origins of Criminal Procedure, 105 YALE L.J. 393, 396–411 (1995) 

(same). 

 62. See Boyd v. United States, 116 U.S. 616, 623–25 (1886) (describing the 

practice); Stanford v. Texas, 379 U.S. 476, 481–82 (1965). 

 63. The classic case cited for that is Entick v. Carrington, 19 How. St. Trials 1029 

(C.P. 1765). 

 64. See Stanford, 379 U.S. at 481–86 (describing writs of assistance and general 

warrants as the unreasonable searches and seizures that the Fourth Amendment set out to 

ban). 

 65. Boyd, 116 U.S. at 625 (describing how James Otis, in a famous speech, had 

complained about how writs of assistance and general warrants left liberty in the hands of 

petty officers). 

 66. See infra Section II.A (discussing how the Supreme Court decided that without 

extra procedural hurdles, eavesdropping with just a search warrant operates as a general 

warrant). 
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surveillance methods with an unadorned Founders’ warrant affords police undue 

power and dramatically and unreasonably diminishes privacy.67 

The power of modern surveillance systems comes from technological 

advances to the (1) collection (cheap and widely distributed sensors); (2) storage 

(massive, distributed, and inexpensive digital storage devices); and (3) analysis 

(powerful new forms of search and inferences, including powerful new machine 

learning techniques) of information. These three sets of advances, many created and 

deployed by and for the private sector, enhance the power of the police to conduct 

wide-ranging investigations with an efficiency and at a scale the Founders could 

never have anticipated. 

1. Advances in Collection, Storage, and Analysis 

There isn’t one monolithic and centrally planned surveillance system. 

Instead, we live in a complex and interconnected landscape of multiple surveillance-

technology systems, built and maintained by many hands to many ends.68 

Sometimes the government itself builds the components of these systems, but quite 

often, they are made by private actors pursuing nonstate goals. Regardless of origin, 

law enforcement uses these systems, necessitating Fourth Amendment review.69 

Collection. Much technological development stems from the push to 

digitize everything. Many modern innovations involve turning analog waveforms 

into digital bitstreams. Spoken words become digitized signals, physical movements 

are captured as points on a digital grid, and light waves are converted into pixel 

bitmaps.70 Rendering the analog world into digital signals turns everything into 

information, which is easier to search through, cheaper to store, and simpler to 

transmit or receive. 

These collection technologies can be further broken down into sensors and 

networks. Sensors are the intake clerks for everything digitized.71 Cameras watch 

and microphones listen on the inside and outside of our homes, workplaces, and 

 
 67. See Carpenter v. United States, 585 U.S. 296, 303 (2018) (explaining that the 

Supreme Court’s job is to “assure [] preservation of that degree of privacy against government 

that existed when the Fourth Amendment was adopted” (quoting Kyllo v. United States, 

533 U.S. 27, 34 (2001))); see also KERR, THE DIGITAL FOURTH, supra note 31, at 73–84 

(arguing that new surveillance technologies often outstrip the ability of surveillance 

precedents from the physical world to adequately preserve privacy and Fourth Amendment 

rights, requiring adjustment to those precedents rein in government power). 

 68. Andrew Guthrie Ferguson, Big Data and Predictive Reasonable Suspicion, 

163 U. PA. L. REV. 327, 352 (2015) [hereinafter Ferguson, Big Data]. 

 69. Paul Ohm, The Future of Digital Evidence Searches and Seizures: The Fourth 

Amendment in a World Without Privacy, 81 MISS. L.J. 1309, 1322 (2012) [hereinafter Ohm, 

Without Privacy] (“It is as if today’s FBI has developed a sophisticated surveillance research-

and-development arm with field offices named Apple, Google, Facebook, Comcast, and 

AT&T.”). 

 70. See Andrew Guthrie Ferguson, Video Analytics and Fourth Amendment 

Vision, 103 TEX. L. REV. 1253, 1264 (2025) [hereinafter Ferguson, Video Analytics] 

(describing data stored in captured video footage). 

 71. See Ferguson, Structural Sensor Surveillance, supra note 17, at 52–67; 

Ferguson, Smart Fourth Amendment, supra note 17, at 556–57; Ferguson, Internet of Things, 

supra note 17, at 814–15. 
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myriad other public and private buildings.72 City officials, landlords, bosses, and 

businesses keep track of the sensors’ output, while individuals also use them to 

protect their property, secure their possessions, and monitor their health.73 

The world is awash in sensors that do more than merely watch and listen. 

Sensors in smartphones measure temperature, precise geolocation, direction of 

movement, and acceleration.74 The “smart home,” “smart city,” and “internet of 

things” are all marketing labels that describe the spread of sensors across our built 

environment.75 

The constant stream of data collected by these digital sensors gets flung far 

distances through wireless signals and wires.76 Technologies like WiFi, Bluetooth, 

and NFC (near-field communication) carry data along the first mile, depositing it 

into wires and cables that comprise the globally interconnected internet.77 

Storage. These digital signals, bearing traces of individual conduct and 

movement, end up as records stored in databases. The private entrepreneurs who 

amass these databases rarely delete anything from them, both because storage is 

cheap and data can often be later reused and resold.78 For many companies, the 

unexploited future value of this data is the only valuable asset they hold.79 Smaller 

databases get combined into larger databases, resulting in massive data stores that 

commingle together thousands of multifarious facts about millions of different 

people.80 

Analysis. All of this data is then subject to increasingly powerful methods 

of analysis.81 The analytic capabilities of the modern surveillance state have 

progressed in a few decades from basic statistics to more powerful pattern-matching 

techniques; to “big data” methods of powerful inference; to today’s cutting-edge, 

 
 72. See Ferguson, Internet of Things, supra note 17, at 818–19. 

 73. See id. at 815–17. 

 74. Id. at 807–08. 

 75. See Ferguson, Smart Fourth Amendment, supra note 17, at 555–60, 556 n.34. 

 76. See Ferguson, Internet of Things, supra note 17, at 837–38. 

 77. See JONATHAN E. NUECHTERLEIN & PHILIP J. WEISER, DIGITAL CROSSROADS: 

AMERICAN TELECOMMUNICATIONS POLICY IN THE INTERNET AGE 252 (2005) (describing WiFi 

and its relationship to other internet technologies). 

 78. Christopher Soghoian, An End to Privacy Theater: Exposing and 

Discouraging Corporate Disclosure of User Data to the Government, 12 MINN. J.L. SCI. & 

TECH. 191, 209 (2011) (“The costs of the storage technology (e.g., hard disks, backup tapes) 

shrink every year, making it increasingly cheap to retain data.”). 

 79. As only one example, when Silicon Valley firm Andreessen Horowitz invested 

millions in Character.ai, it explained that the company’s value stemmed from its data: “In a 

world where data is limited, companies that can create a magical data feedback loop by 

connecting user engagement back into their underlying model to continuously improve their 

product will be among the biggest winners that emerge from this ecosystem.” Sarah Wang, 

Investing in Character.AI, ANDREESSEN HOROWITZ (Mar. 23, 2023), https://

a16z.com/announcement/investing-in-character-ai/ [https://perma.cc/Q6U3-TMSM]. 

 80. See VIKTOR MAYER-SCHÖNBERGER, DELETE: THE VIRTUE OF FORGETTING IN A 

DIGITAL AGE 68–72 (2009). 

 81. See Ferguson, Video Analytics, supra note 70, at 1264–70 (describing recent 

improvements in video analytics techniques). 
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neural-network-based, machine-learning methods.82 Today’s powers of prediction 

and inference make yesterday’s science-fiction authors sound like seers, and AI 

evangelists promise that we are on the brink of new capabilities that would make 

those authors blush. 

Although many of these surveillance systems are built by private actors for 

private gain, the government has learned to repurpose them to serve its law-

enforcement goals.83 This is not a new phenomenon: from the telegraph to the 

telephone to the early internet, private methods of communication became 

instrumentalities of the state security system and valuable sources of evidence.84 The 

actions of the second Trump Administration have blurred the line between private 

and public surveillance even further.85 

Consider three ways in which the rise of these powerful systems of 

surveillance have undermined the important role Founders’ warrants once played: 

(1) the way they permit surveillance on a massive and indiscriminate scale; (2) in a 

dynamic and continuous manner; (3) giving unprecedented power and discretion to 

the police. 

2. Massive Scale and Indiscriminate Surveillance 

Today’s surveillance can occur on a massive scale. Networks span the 

globe, decreasing the costs of communicating with strangers thousands of miles 

away. Network effects, economic forces, and anticompetitive tactics conspire to lead 

small startups to eventually become massive platforms. Consolidation puts the 

sensitive and private data of billions of users under the control of single 

corporations, giving police a one-stop shop for conducting mass surveillance. 

Today, judges signing solitary warrants supported by terse affidavits can authorize 

the surveillance of thousands or even millions of people in ways that cannot possibly 

be in keeping with Fourth Amendment principles. 

a. Scale: Thousands of Suspects 

In the so-called Playpen cases, the FBI seized a server being used to 

distribute child sexual abuse material (“CSAM”) on the dark web.86 It is nearly 

 
 82. See Elizabeth E. Joh, Policing by Numbers: Big Data and the Fourth 

Amendment, 89 WASH. L. REV. 35, 49 (2014) (discussing an NYPD system created by 

Microsoft that “gives the police real-time access to information that can reveal connections 

between persons, items, and places in ways that may not be obvious to individual crime 

analysts”). 

 83. Ohm, Without Privacy, supra note 69, at 1320–21. 

 84. See GRAY, AGE OF SURVEILLANCE, supra note 4, at 72–103. See generally 

BRIAN HOCHMAN, THE LISTENERS: A HISTORY OF WIRETAPPING IN THE UNITED STATES (2022) 

(tracing the history of wiretapping from the Civil War to the global war on terror); Freiwald, 

Online Surveillance, supra note 31, at 10–13 (referring to the history of illegal wiretapping 

and bugging and to the classic historical study, SAMUEL DASH, RICHARD F. SCHWARTZ & 

ROBERT KNOWLTON, THE EAVESDROPPERS (1979)). 

 85. See Julia Angwin, ‘This is What We Were Always Scared Of’: DOGE Is 

Building a Surveillance State, N.Y. TIMES (Apr. 30, 2025), https://www.

nytimes.com/2025/04/30/opinion/musk-doge-data-ai.html [https://perma.cc/9L45-HAPP]. 

 86. E.g., United States v. Anzalone, 208 F. Supp. 3d 358, 363, 368 (D. Mass. 

2016), aff’d, 923 F.3d 1 (1st Cir. 2019). For descriptions and analyses of the Playpen line of 
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impossible to link online behavior to unique identifiers such as IP addresses on the 

dark web, which is why it has become a haven for people who wish to act 

anonymously—from whistleblowers to criminals.87 In the Playpen cases, the FBI 

obtained a single warrant from a federal magistrate judge that did all of the 

following. First, it permitted the FBI to relocate the suspected server to an FBI 

facility.88 Second, it allowed the FBI to continue distributing CSAM from that server 

for up to 30 days.89 Third, it authorized the FBI to add code to the server to try to 

automatically exploit software vulnerabilities found in web browsers for every user 

who visited the site, importantly even before those users had tried to download any 

CSAM images.90 Whenever the code successfully exploited a web browser, the code 

would install tracking software to help reveal the identity of each visitor.91 

The warrant the judge signed is just three pages long, supported by a 31-

page affidavit.92 Yet based on the say-so of this one-and-done warrant signed at a 

single, frozen moment in time, reports indicate that FBI agents hacked into at least 

8,700 computers in at least 120 countries.93 The warrant was neither narrowly 

circumscribed nor individualized.94 It simply assumed that any visitor to the site was 

a presumptive felon and thus susceptible to search.95 

To be clear, we are not saying the FBI cannot respond to the challenges 

posed by criminals who take advantage of modern technologies. The dark web poses 

unusual challenges to identifying and bringing to justice those who commit 

reprehensible crimes.96 Our point is that having a single warrant authorize a 13-day 

global campaign of government hacking that infected 8,700 target computers97 

 
cases, see generally Colin Fieman, Inside ‘Operation Pacifier’ and the FBI’s Global 

Computer Hacking, 41 CHAMPION 20 (2017); Jonathan Mayer, Government Hacking, 

127 YALE L.J. 570 (2018); Ohm, Investigative Dynamics, supra note 10. 

 87. Ohm, Investigative Dynamics, supra note 10, at 318–19. 

 88.  Government’s Response to Defendant’s Motion to Suppress Evidence at 6, 

United States v. Lorente, No. CR15-0274MJP (W.D. Wash. Mar. 7, 2016), ECF No. 48-1 

[hereinafter Playpen Search Warrant]; Joseph Cox, Here Is the Warrant the FBI Used to Hack 

Over a Thousand Computers, VICE (Mar. 8, 2016, at 11:50 MT), https://www.vice.com

/en/article/here-is-the-warrant-the-fbi-used-to-hack-over-a-thousand-computers/ 

[https://perma.cc/EW2X-QFTK]. 

 89. See Playpen Search Warrant, supra note 88, at 30. 

 90. See id. 

 91. Id. at 31–33. 

 92. Id. 

 93. Joseph Cox, The FBI Hacked Over 8,000 Computers in 120 Countries Based 

on One Warrant, VICE (Nov. 22, 2016, at 19:18 MT), https://www.vice.com/en/article/fbi-

hacked-over-8000-computers-in-120-countries-based-on-one-warrant/ [https://perma.cc/

4XFY-ZJZP]; Transcript of Evidentiary Hearing at 18, 34, United States v. Tippens, No. 3:16-

cr-05110-RJB (W.D. Wash. Oct. 31, 2016), https://embed.documentcloud.org/

documents/3224249-Hearing-in-Tippens-Day-1/ [https://perma.cc/DT7P-44AG]. 

 94. See Playpen Search Warrant, supra note 88, at 6. 

 95. Id. at 27–28 (stating that the “entirety of the TARGET WEBSITE is dedicated 

to child pornography”). 

 96. Ohm, Investigative Dynamics, supra note 10, at 319–20. 

 97. Cox, supra note 93. 
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strikes us as an excessive grant of authority to the police with insufficient judicial 

oversight. 

b. Indiscriminate Surveillance: Millions of Innocent Bystanders 

The problematic scale of Founders’ warrants can also be demonstrated 

when a database includes evidence of a crime involving a few people alongside the 

sensitive data of thousands or millions of innocent people. Searching for the guilty 

needle in the innocent haystack puts everyone in a “perpetual line-up.”98 

Consider a few examples. In the early 2000s, while investigating the 

BALCO lab accused of administering steroids to major league baseball players, 

federal agents obtained a search warrant for a drug-testing administrator's facility, 

seeking the records of ten baseball players.99 The facility responded by producing a 

directory full of information containing sensitive medical test results not only for 

the ten named players but for “hundreds of other professional baseball players, 

thirteen other sports organizations, three unrelated sporting competitions, and a non-

sports business entity—thousands of files in all, reflecting the test results of an 

unknown number of people, most having no relationship to professional baseball 

except that they had the bad luck of having their test results stored on the same 

computer as the baseball players.”100 The warrant may have been narrowly 

circumscribed and individualized, but the technology ensured that the execution of 

the warrant was anything but. 

Government searches routinely implicate millions of innocent people, even 

if only momentarily, whenever a warrant compels an online platform provider to 

pluck one specific user’s data from its massive databases; for reasons that will be 

clear in a moment, we call these “forward searches.” Producing a particular user’s 

search queries, text messages, or email messages based on a suspected criminal 

target’s unique ID or username may require a computer program to scan the records 

of millions of innocent people, depending on how the database is configured. When 

everything goes according to plan, these temporary incursions into privacy might 

not implicate Fourth Amendment privacy interests,101 but this approach may lead to 

mistakes or errors that reveal private information that the government has no 

probable cause to obtain. 

People have an even stronger claim to a violation of privacy rights when 

their data is implicated in so-called reverse searches.102 Reverse searches are 

 
 98. See CLARE GARVIE, ALVARO BEDOYA & JONATHAN FRANKLE, GEO. CTR. 

PRIVACY & TECH., PERPETUAL LINEUP (2016), https://www.perpetuallineup.org/ 

[https://perma.cc/J4HJ-JZJC]. 

 99. United States v. Comprehensive Drug Testing, Inc., 621 F.3d 1162, 1166–67 

(9th Cir. 2010). 

 100. Id. at 1177. 

 101. See Bruce E. Boyden, Can a Computer Intercept Your Email?, 34 CARDOZO 

L. REV. 669, 673 (2012) (arguing that automated processing alone does not amount to a 

privacy violation, specifically with respect to the Wiretap Act). 

 102. Note, Geofence Warrants and the Fourth Amendment, 134 HARV. L. REV. 

2508, 2509 (2021); Haley Amster & Brett Diehl, Against Geofences, 74 STAN. L. REV. 385, 

388 (2022); Brian L. Owsley, The Best Offense is a Good Defense: Fourth Amendment 

Implications of Geofence Warrants, 50 HOFSTRA L. REV. 829, 833 (2022). 
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predicated not on a unique identifier but rather on some other content or conduct 

that is associated with, but not all by itself, evidence of the crime under 

investigation.103 For example, a reverse geolocation search (also called a “geofence” 

search) looks through massive databases that record the historical movement of 

smartphones for devices at or near the scene of the crime.104 Reverse keyword 

searches look through massive databases of search-engine queries for people who 

searched for incriminating information around the time of the crime.105 With reverse 

searches like these, the rights of innocent people are much more concretely 

implicated. Geofences often encompass large areas containing many smartphones, 

meaning the search will identify many innocent people.106 Reverse keyword 

searches come close to defining thought crimes, pulling in innocent people who 

happened to type in an incriminating search at the wrong time.107 With these 

searches, one-and-done, frozen-moment-in-time, all-or-nothing Founders’ warrants 

cede far too much power to the police and unjustifiably risk the privacy of far too 

many people.108 

c. Indiscriminate Surveillance: Millions of Unrelated Files 

A third problem of scale comes from the fact that evidence of crime tends 

to be commingled in massive storage devices that hold millions of unrelated files.109 

Single search warrants are used to permit the police to seize and search all of the 

contents of hard drives, email accounts, and cloud storage spaces.110 These days, 

such digital containers store gigabytes and even terabytes of files and 

communications.111 Because storage is so cheap, people tend not to delete old data, 

 
 103. Brian L. Owsley, Searching a Person’s Thoughts: Keyword Search Warrants 

and Fourth Amendment Concerns, 28 STAN. TECH. L. REV. 66, 69 (2024) [hereinafter Owsley, 

Keyword Search Warrants]. 

 104. See sources cited supra note 102. 

 105. People v. Seymour, 536 P.3d 1260, 1267–68 (Colo. 2023). 

 106. United States v. Chatrie, 590 F. Supp. 3d 901, 918–19 (E.D. Va. 2022), aff’d, 

136 F.4th 100 (4th Cir. 2025) (en banc) (per curiam), cert. granted, No. 25-112, 2026 WL 

120676 (U.S. Jan. 16, 2026) (noting that 19 devices were found within the 17.5-acre geofence 

for the hour specified in the warrant). 

 107. Seymour, 536 P.3d at 1269 (finding that a keyword search returned two people 

who were not suspects in the crime). 

 108. Some have argued that reverse warrants should not be permitted at all because 

they pose too great a risk of revealing the private speech, location, and conduct of completely 

innocent people who happened to be at the wrong place or held the wrong thought at the 

wrong time. See, e.g., Owsley, Keyword Search Warrants, supra note 103, at 93, 97, 117–19 

(concluding that reverse search warrants fall afoul of overbreadth and particularity 

requirements). At the time of this publication, the Supreme Court is considering the 

constitutionality of geofence warrants. Chatrie, 2026 WL 120676, at *1 (granting petition for 

certiorari). Its decision will likely have an impact on the conduct of reverse searches 

generally.  

 109. Orin S. Kerr, Executing Warrants for Digital Evidence: The Case for Use 

Restrictions on Nonresponsive Data, 48 TEX. TECH L. REV. 1, 3 (2015); Orin S. Kerr, 

Searches and Seizures in a Digital World, 119 HARV. L. REV. 531, 569 (2005) [hereinafter 

Kerr, Digital World]. 

 110. See Kerr, Digital World, supra note 109, at 537–38. 

 111. See id. at 542, 569. 
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meaning these productions can reveal millions of files unrelated to the 

investigation.112 

At the very least, courts tend not to narrowly circumscribe warrants that 

permit such wide-ranging searches in time or scope. Sometimes, a warrant will 

permit the police to search through files or emails created years in the past in the 

name of investigating a crime that occurred in the past week.113 These same warrants 

may allow officers to search through image files when searching for spreadsheets 

and through files labeled with unrelated file names. Courts should understand 

warrants that permit vague searches through many categories and amounts of data 

are overbroad and lack particularity if they permit acquiring information for which 

there is no probable cause.114 

3. Dynamic and Continuous 

Another problem is the ever-changing nature of investigations and 

evidence in the modern surveillance system.115 Evidence no longer comes in the 

form of a static business record on a sheet of paper stored in a filing cabinet. It is a 

shifting, changing, moving thing, flitting across networks, being set up and torn 

down across database joins and cloud-computing reconfigurations. In this new 

context, the one-and-done, frozen-moment-in-time, near-future-looking Founders’ 

warrants become roving commissions that authorize unregulated and unrelated 

future searches.116 

a. Dynamic Investigations 

Consider the Playpen warrant again.117 Not only did the warrant authorize 

searches on a massive scale, as discussed earlier, but also it treated all visitors to the 

Playpen site alike, when a more tailored and contextual analysis was needed. The 

authorizing judge should have foreseen that the warrant would initiate a highly 

dynamic series of events with visitors seeking different parts of the Playpen website 

on the government’s server, not every single page of which includes illegal 

CSAM.118 The FBI could have distinguished bulk downloaders and repeat visitors 

 
 112. See Rebecca Crootof & BJ Ard, Structuring Techlaw, 34 HARV. J.L. & TECH. 

347, 369 (2021) (“Now that server-side storage is so cheap, however, most people no longer 

download or delete most emails, rendering this distinction underinclusive and ineffective 

from a privacy perspective.”). 

 113. United States v. Holcomb, 132 F.4th 1118, 1128 (9th Cir. 2025) (finding a 

warrant overbroad because, among other things, it “lacked any temporal limitation, thereby 

authorizing the state to open and examine any file from any time period, including files that 

long predated the alleged assault”). 

 114. Id. 

 115. See Susan Freiwald, First Principles of Communications Privacy, 2007 STAN. 

TECH. L. REV. 3, 69–70 [hereinafter Freiwald, First Principles] (noting problems with 

“continuous” surveillance). 

 116. See id. 

 117. See Subsection I.B.3.a. 

 118. The affidavit concluded that the “entirety of the TARGET WEBSITE is 

dedicated to child pornography,” but that seems to have been contradicted by other statements 

describing pages without illegal content. Playpen Search Warrant, supra note 88, at 20–22 

(listing a “how to register an account” message); id. at 22–24 (listing forum titles). In the 

course of prosecuting these cases, “the Government conceded in its briefs that some of 
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from fly-by visitors.119 They could have identified browser signals suggesting that 

the computer was sitting in a foreign country or that it was operating under the 

control of a hacker who was controlling it remotely.120 All of these factors could 

impact whether a visitor fell within the search parameter if the judge had properly 

made those parameters a part of the warrant itself, either at the outset or as the 

process became refined over time. But by signing one warrant at a frozen moment 

in time, based on limited facts, the judge wrote herself out of an ongoing role in 

learning about any additional facts. The power this warrant permitted was not in any 

meaningful way narrowly circumscribed nor individualized, unlike the original 

Founders’ warrants. 

b. Ongoing and Continuous Searches 

Consider also ongoing and continuous searches of an individual. We will 

discuss how courts originally devised several superwarrant requirements when law 

enforcement asked judges to authorize telephone wiretaps and hidden 

microphones.121 Judges and legislatures recognized that continuous and ongoing 

surveillance required additional protections to protect innocent people who might 

be caught up in it.122 Courts later recognized that hidden video surveillance cameras, 

which wiretap laws did not cover, raised similar risks due to their ongoing and 

continuous nature and similarly concluded that simple, ex ante probable cause and 

particularity determinations alone were not enough.123 

What these cases all recognize is that Founders’ warrants were meant to be 

inherently near-future focused. They ask a judge to assess: “Do you agree based on 

what we have learned to date that this piece of evidence may be stored at this location 

right now?”124 When the police are seeking permission to conduct ongoing 

surveillance through wiretaps, hidden microphones, and silent video, they pose a 

fundamentally different question: “Are you confident that this may happen in the 
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 121. See infra Sections II.A–B. 
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future? A week from now? Six months from now? Two years from now?” Facts 

become stale over time, losing their predictive power.125 

4. Power and Discretion 

Finally, the tools of the modern surveillance system will increase the power 

of the government to peer into the past, the present, and the future of our activities. 

They will reveal deep secrets and sensitive information with far greater ease than 

has been possible in the past.126 The Supreme Court has recently reiterated that “a 

central aim of the [Fourth Amendment] was ‘to place obstacles in the way of a too 

permeating police surveillance.’”127 Technological development is a key way police 

surveillance can become “too permeating,” and courts must develop warrant 

restrictions in parallel to restore Fourth Amendment rights.128 

a. The Past: Time Machines 

Many surveillance technologies conduct unpredicated mass surveillance.129 

Everybody is watched, followed, listened to, and recorded, all the time, when going 

about their non-crime-committing lives.130 This feature of modern surveillance 

received extensive judicial analysis in the landmark 2018 case, Carpenter v. United 

States.131 That case involved technologically abetted tracking of the physical 

location of suspects, a topic the Court had encountered several times in the past in 

cases where the technology evolved from simple beepers (in Knotts and Karo132) to 

GPS trackers (in Jones133) to cell phones. In Carpenter, the police obtained the 

suspect’s historical cell site location information (“CSLI”) from his provider.134 

Finding that surveillance technique to require a warrant, Chief Justice Roberts 

explained that “when the Government tracks the location of a cell phone it achieves 

near perfect surveillance, as if it had attached an ankle monitor to the phone’s 

user.”135 The government gains the power to “travel back in time to retrace a 

person’s whereabouts,” and because hundreds of millions of Americans keep a cell 

phone on their person or close by at all times, “this newfound tracking capacity runs 

against everyone. Unlike with the GPS device in Jones, police need not even know 

in advance whether they want to follow a particular individual, or when.”136 

 
 125. See United States v. Bailey, 628 F.2d 938, 945 (6th Cir. 1980) (“Unless the 
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 126. Joh, supra note 82, at 61; KERR, THE DIGITAL FOURTH, supra note 31, at 39, 

164–65; Ferguson, Big Data, supra note 68, at 369–70. 

 127. Carpenter v. United States, 585 U.S. 296, 305 (2018) (quoting United States 
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 128. See id. 

 129. Joh, supra note 82, at 60–62. 

 130. See id. at 61–62. 
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468 U.S. 705, 707 (1984). 
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 134. Carpenter v. United States, 585 U.S. at 301–02 (2018). 
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The power to effectively travel back in time applies not only when the 

police buy access to data stored by private actors for private purposes;137 

increasingly, the state itself can afford to collect and track data about millions of 

people, just in case any of them commit a crime in the future.138 The Baltimore 

Police Department hired a private firm to fly three small planes, all in daylight hours, 

to take photos that covered 90% of the city.139 Although the images rendered 

individuals as blurred dots in the name of protecting privacy, after a crime had been 

reported, analysts could track the movement of those anonymous dots and reveal 

their identity by tying the dots to other data to develop investigative leads.140 The 

Fourth Circuit Court of Appeals, en banc, likened this to the CSLI tracking in 

Carpenter, finding it likely violated the Fourth Amendment.141 

Although the Carpenter Court was not asked and did not reach whether 

superwarrants ought to be required to track CSLI, we think that simple Founders’ 

warrants are not enough. Since such warrants represent frozen moments in time and 

anticipate one-and-done, on-site searches, they are ill-equipped to protect the Fourth 

Amendment interests at stake with the time-traveling police officers the 

Chief Justice evokes.142 We think more than a warrant is necessary to prevent a “too 

permeating police surveillance” for time-traveling technology like these.143 

b. The Present: From Evanescent to Permanent Record 

Our push to digitize everything means that we now record facts about 

individuals that never would have been recorded at the time of the Founders. Words 

whispered in a dark alley or banter shared at the water cooler now travel through 

text messaging apps that keep a long-running transcript.144 Everything we read gets 

noted, down to the millisecond, in the logfiles of social media sites, online 

newspapers, and e-readers.145 

It is no longer science fiction to believe that we will soon be able to 

detect—and then record—our unspoken thoughts.146 Elon Musk’s Neuralink 
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 140. See id. at 334. 

 141. See id. at 341–46. 
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surgeons will implant brain-computer interface sensors into volunteers’ skulls.147 

Although this technology may provide enormous benefits—for example, it may 

unlock the thoughts and enable the movements of paralyzed people—those thoughts 

may be recorded, interpreted, and eventually, sought by the police.148 The idea that 

the Founders would have approved using only a probable cause warrant to gather 

the thoughts of the people of this country strikes us as implausible.149 

c. The Present: The Increasing Power of Inference and Prediction 

Modern data science has greatly enhanced the power to infer sensitive 

information about people based on seemingly unrelated observations.150 Knowing 

one’s shopping habits may reveal their pregnancy.151 The pattern with which 

someone adds friends on a social media site may reveal their sexual orientation.152 

The police’s power to infer sensitive information received a great amount 

of attention in the wake of Dobbs v. Jackson Women’s Health Organization.153 Now 

that abortion is illegal in many states, scholars and advocates are trying to anticipate 

the way law-enforcement officials will monitor menstruation and pregnancy to 

detect newly unlawful acts.154 Much of this attention has been cast on literal methods 

for tracking pregnancy and the termination of pregnancy that require almost no 

inference, such as by obtaining records from period tracking apps or by tracking 

users’ locations to detect visits to certain medical facilities, including through visits 

to neighboring states.155 
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We should pay attention at the same time to less obvious inferential 

methods. Nearly two decades ago, Target could accurately predict pregnancy based 

on a switch in the kind of lotion someone purchased.156 One important implication 

of that study is that pregnancy alters a person’s shopping habits.157 No doubt, it 

changes other patterns too, both consciously and subconsciously. While 

investigating individual health care practices, a creative law-enforcement official in 

a state with an abortion ban will be able to request access to sources of information 

we would never think to associate with pregnancy. Founders’ warrants may be 

ill-suited to help judges understand that an officer’s request for a seemingly benign 

set of information can mask a search that is actually seeking highly sensitive 

information.158 

Similar advances have given the police the ability to make accurate 

predictions about what people may do in the future based on their past behavior.159 

These systems use algorithms to identify patterns associated with criminal 

activity.160 These systems are not without flaws, and many have documented 

mispredictions that have led to arrests of innocent people.161 

Because judges assess Founders’ warrants at a single, frozen moment in 

time and rely on a scant affidavit reviewed ex parte, judges may not understand the 

invasive inferences and questionable predictions that law enforcement may draw 

from seemingly benign collections of information. 

d. The Future: The AI Revolution 

The powerful forms of inference described above resulted from relatively 

primitive statistical methods that powerful new forms of machine learning have 

begun to replace.162 The same startling advances that have led to generative-AI 
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systems such as large language and image generation models (what AI researchers 

generally refer to as “frontier models”163) will soon contribute to powerful new tools 

for policing. 

The same AI advances that have led to frontier models that can parse and 

generate text can be “fine-tuned” for law-enforcement purposes.164 As one example, 

the stray conversations picked up by microphones distributed across smart-city 

streets can now be efficiently transcribed into a searchable archive. Different AI 

models can even do the searching; for example, a model may be fine-tuned to 

identify suspicious phrases or emotional tones of voice.165 

Beyond the direct applications of frontier models, we are witnessing a rush 

to invent new applications for AI.166 Venture capitalists and tech giants have poured 

investment money into this space, suggesting that we will see legions of new AI 

tools for law enforcement in the coming years.167 Axon, the leading provider of 

body-worn police cameras, is now marketing a service called “Draft One” that will 

automatically write police reports based on the footage captured by their body-worn 

police cameras.168 Powerful new forms of video analytics are helping police 
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departments sift efficiently through the thousands of hours of surveillance footage 

captured across cities daily.169 

Increasingly, these models are given agentic capabilities, meaning they are 

given the ability to interact with tools such as web browsers or cameras.170 These AI 

agents are also often given a goal to accomplish without needing specific 

instructions or steps for achieving those goals.171 A police officer today already has 

the capability to tell an AI agent, “go find CSAM on the dark web,” and an AI agent 

will dutifully and capably carry out that task. 

Mere Founders’ warrants are ill-equipped to deal with any of these 

advances.172 These cutting-edge AI systems are often not well-understood, not even 

by their inventors, much less by the police officers using them.173 The 

information-impoverished requirements of a Founders’ warrant affidavit may not 

bring this inherent ignorance to light.174 In addition, AI agents can run continuously, 

operating well beyond the probable cause that justified their deployment, ranging 

broadly beyond the particularity meant to cabin the scope of the warrant affidavit.175 

II. THE FOURTH AMENDMENT AUTHORIZES JUDGES TO ISSUE 

SUPERWARRANTS 

The Constitution gives federal and state courts the legal authority to require 

superwarrants to respond to the increasing power of surveillance systems—in 

current use and in the future. The constitutional authority for superwarrants dates 

back at least as far as the eventually vindicated, landmark dissent by 

Justice Brandeis in Olmstead v. United States.176 Commentators often hold out 

Justice Brandeis’s opinion for its before-its-time understanding that government 

wiretapping should fall within the compass of the Fourth Amendment.177 Perhaps 
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less remarked upon is the way Justice Brandeis assessed the method of the 

wiretapping investigation as a dynamic and ongoing series of surveillance events.178 

He recognized that the traditional search-warrant paradigm did not fit wiretapping 

as a surveillance method because wiretapping captures huge amounts of sensitive 

information over extended periods of time. By treating wiretapping as more than a 

discrete, unitary search, and by recognizing the unusually intrusive and problematic 

nature of wiretapping, Justice Brandeis’s dissent set the stage for an expanded 

jurisprudence of superwarrant rules. 

Forty years later, in Berger v. New York,179 the Supreme Court firmly 

established that superwarrants are needed to protect Fourth Amendment rights when 

a one-and-done probable cause warrant is inadequate for the task. After overruling 

the Olmstead majority’s cabined view of the Fourth Amendment as not protecting 

intangible conversations, the Berger Court rejected as unconstitutional the 

procedural protections governing eavesdropping (bugging) under a New York State 

statute, even though they required a probable cause warrant.180 The Berger Court 

reasoned that eavesdropping afforded police unbridled discretion, and the potential 

for abuse necessitated additional protections—namely, superwarrant tools—to 

safeguard Fourth Amendment rights.181 

The next significant development in the jurisprudence of superwarrants 

was a series of federal appellate court decisions in the 1980s and 1990s considering 

challenges to the police use of silent video surveillance. Because the Wiretap Act 

did not cover that type of surveillance, the police argued that they were free to plant 

hidden video cameras using probable cause warrants.182 Several appellate courts 

disagreed, noting the similarities between silent video recording and the features of 

bugging and wiretapping that had underpinned the reasoning of Berger.183 These 

lower courts situated the power to craft superwarrant requirements in the Fourth 

Amendment itself; they imposed those requirements without needing to wait for the 

Supreme Court or Congress to first address the surveillance method at issue. 

In the modern era, lower courts have used superwarrant tools to address the 

challenges of searching massive hard drives and expansive email accounts. Before 

signing off on warrants, they have imposed time limits and required that agents 

commit to using search protocols, a prespecified set of procedures agents follow that 

are designed to limit the acquisition of nonresponsive information. They have also 

required iteration, asking the agent to return to the court as they gather new 

information before taking the next step in the investigation. 

Finally, the Supreme Court’s most important Fourth Amendment case in 

decades, 2018’s Carpenter184 decision, lends support to superwarrants too. While 

Carpenter imposed only a Founders’ warrant on the tracking of a target’s physical 
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movements (through the acquisition of historical CSLI), the Court’s reasoning 

provides a roadmap for deciding when to use superwarrant tools in the future. 

After marshaling the guidance from the Supreme Court and appellate 

courts about when to impose superwarrant requirements, this Part lays out our 

three-part framework for judges to follow when considering whether to impose, and 

possibly first create, superwarrant tools. The framework builds on prior work, by us 

and others, on how judges need to regulate government surveillance to ensure that 

it complies with the Fourth Amendment. 

A. Olmstead Dissent and Berger Authorize Superwarrant Tools 

1. Olmstead Dissent 

Many remember Justice Louis Brandeis’s dissent in the 1928 case of 

Olmstead v. United States for the way it rejected, in sweeping terms, the majority’s 

crabbed and literal interpretation of the constitutional language.185 The textualist 

majority found no room for the tapping of intangible conversations coursing across 

wires as electrical signals within the Amendment’s words, “persons, houses, papers, 

and effects.”186 The Olmstead majority limited Fourth Amendment searches to 

situations involving tangible, material things, and failing that, “[t]here was no 

searching,” and “[t]here was no seizure.”187 

In dissent, Justice Brandeis rejected that “unduly literal” view of the Fourth 

Amendment’s language,188 explaining that the constitutional language needs to 

“adapt[] to a changing world.”189 On this, Justice Brandeis has already won the day, 

as later Supreme Court cases have now confirmed that the Fourth Amendment 

protects intangible conversations, culminating in the Berger Court’s explicit 

overruling of Olmstead 40 years later.190 
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Katz, 389 U.S. at 353. 
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There is another, less-remarked-upon lesson in the Brandeis dissent. The 

opinion carefully catalogs a critical way that new surveillance practices fall outside 

the traditional paradigm of Fourth Amendment searches and seizures.191 

Justice Brandeis not only found it “immaterial where the physical connection with 

the telephone wires leading into the defendants’ premises was made,”192 a fact of 

critical importance in the majority’s “trespass theory” of constitutionally protected 

areas,193 but he also found it unnecessary to identify exactly what step of the 

wiretapping qualified as a discrete search or seizure.194 Importantly, 

Justice Brandeis did not tie the Fourth Amendment protection to a single intrusion 

on property or a person, but looked at the course of wiretapping as a whole. He 

determined that “every unjustifiable intrusion by the government upon the privacy 

of the individual, whatever the means employed, must be deemed a violation of the 

Fourth Amendment.”195 

To be clear, Justice Brandeis had no reason to opine on superwarrants, 

because he was dissenting with the majority rather than directing the lower courts. 

But it was his mode of dissent and the kind of analysis he performed that provides a 

contemporary roadmap on the superwarrant question. In the course of the dissent, 

Justice Brandeis identified several features of wiretapping that make it much more 

susceptible to abuse than a paradigmatic search and seizure, which is manageable 

with a one-and-done probable cause warrant. Wiretaps, Justice Brandeis concluded, 

intrude significantly more into privacy than searches of postal mail because they 

invade the privacy of so many individuals, capturing the words not only of the target 

but also of anyone who calls or is called by that target, on any subject, including 

confidential, privileged, and nonincriminating conversations.196 In addition, 

Justice Brandeis focused on the scale of surveillance, highlighting that the 

government used six or more Prohibition agents who listened in on calls on eight 

telephones over a period of nearly five months. He noted how these agents filled 

775 written pages of notes on the conversations they overheard during that period.197 

In other words, to Justice Brandeis, wiretapping presented issues of scale, 

in that so many more people could be surveilled than under the prior methods 

(including innocent bystanders) and as to whom there was no probable cause. It 

 
 191. See Olmstead, 277 U.S. at 466 (denying the defendant’s claim because there 

was no search and seizure of the defendant’s person, no seizure of his papers or his tangible 

material effects, and no actual physical invasion of his house or curtilage to make a seizure). 

 192. Id. at 479 (Brandeis, J., dissenting). 

 193. The majority had found dispositive that there was no intrusion into a 

constitutionally protected area like the home or curtilage. See id. at 466 (majority opinion). 

That was also the issue in Katz, and because there was no such intrusion, the Katz concurrence 

devised the “reasonable expectation of privacy” test as an alternative to the property-based 

approach. See 389 U.S. at 360–61 (Douglas, J., concurring). 

 194. See Olmstead, 277 U.S. at 471–72 (Brandeis, J., dissenting) (explaining that 

the government concedes that “if wire tapping can be deemed a search and seizure within the 

Fourth Amendment, such wire tapping as was practiced in the case at bar was an unreasonable 

search and seizure”). 

 195. Id. at 478; see also id. at 487 (Butler, J., dissenting) (viewing the question as 

whether “[t]apping the wires and listening in by the officers . . . [was] a search for evidence”). 

 196. See id. at 475–76 (Brandeis, J., dissenting). 

 197. See id. at 471. 
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implicated issues of dynamism, covering a period of time and yielding tremendously 

more information than would have been available from a traditional search in that 

predigital age. Finally, those characteristics combined to provide the government 

with tremendous power, leading Justice Brandeis to conclude that the wiretapping 

investigation made the writs of assistance and general warrants that probable cause 

warrants had been designed to protect against seem like “but puny instruments of 

tyranny and oppression.”198 

2. Berger 

In Berger v. New York, the Supreme Court, laboring under the continuing 

shadow of the Olmstead majority’s precedent, assessed a method of surveillance that 

it deemed unsuitable for regulation by a one-and-done warrant: the police use of tiny 

electronic bugs, an investigative technique that shares many of the characteristics of 

wiretapping.199 The Court found, contra Olmstead, that the acquisition of 

conversations by these miniature electronic devices constituted a Fourth 

Amendment search.200 After establishing this basic holding, the bulk of the opinion 

explained the ways that the procedural protections provided in New York State’s 

eavesdropping statute failed to satisfy Fourth Amendment requirements. As with the 

Brandeis dissent, the Berger majority engaged in a holistic analysis of the 

privacy-impacting features of eavesdropping. Even though the New York statute 

required a probable cause warrant, the Court rejected it as insufficiently protective 

of privacy.201 Berger thus provides the Supreme Court’s most important 

superwarrant authority: a blueprint for courts to decide when and how to use 

superwarrants to protect Fourth Amendment rights when one-and-done search 

warrants alone are not enough. 

The Berger Court recognized, as did Justice Brandeis in Olmstead, that the 

power of bugging, as a method of surveillance, made it susceptible to great 

intrusions on privacy as well as abuse by law enforcement.202 The Berger opinion 

canvassed the historic development of eavesdropping and the related practice of 

wiretapping and how the scale, scope, and intrusiveness of the tools had grown over 

time.203 The Court also recounted the well-documented history of police abuse of 

wiretapping and electronic eavesdropping, including instances in which the police 

had simply ignored legislative attempts, at both the federal and state levels, to limit 

and even prohibit their use.204 In the Berger case itself, investigators bugged two 

 
 198. Id. at 476. 

 199. See Berger v. New York, 388 U.S. 41, 45–47 (1967). 

 200. See sources cited supra note 84. 

 201. See Berger, 388 U.S. at 55 (stating that both parties agreed that the statute 

required the equivalent of a probable cause warrant). 

 202. See id. at 56 (“By its very nature[,] eavesdropping involves an intrusion on 

privacy that is broad in scope.”). The court argued that “‘indiscriminate use of such devices 

in law enforcement raises grave constitutional questions’ and imposes ‘a heavier 

responsibility on this Court in its supervision of the fairness of procedures.’” Id. (quoting 

Osborn v. United States, 383 U.S. 323, 329 n.7 (1966)). 

 203. See id. at 45–49, 62. 

 204. See id. at 45–51. 
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coconspirators in their own offices but also captured the conversations of many 

others.205 

After finding a Fourth Amendment search, the Berger Court turned to 

assess the procedural safeguards of the New York statute to weigh whether they met 

the Fourth Amendment’s standard of reasonableness.206 The Court explained that 

the trial court is charged with assessing a search’s reasonableness “from the facts 

and circumstances of the case and in light of the ‘fundamental criteria’ laid down in 

the Fourth Amendment and in opinions of the [the Court] in applying the 

Amendment.”207 Since the lower court had not conducted that analysis, however, it 

fell to the Berger Court to do so in the first instance, to ensure that “no greater 

invasion of privacy was permitted than necessary under the circumstances.”208 

Note the somewhat ironic twist of this move, at least to contemporary 

thinkers. Looking to whether a search is justified under a bare rubric of 

“reasonableness” is associated today with the “special needs” cases. These cases 

have found that when the state acts in a non-law-enforcement-investigative mode, it 

can often dip below the standards of probable cause and dispense with search 

warrants. Special needs have been found in an ever-expanding list of cases including 

health and safety inspections,209 school searches,210 and searches by government 

employers.211 Some scholars have raised cautionary flags about this trend, troubled 

by the way “reasonableness” and special needs lower our constitutional standards.212 

Berger reminds us that reasonableness is a two-way street: it can increase 

rather than lower constitutional guardrails. Unlike the special needs cases that have 

justified dipping below probable cause and judicial review, the superwarrant cases 

that begin with Berger layer additional privacy protections atop the constitutional 

floor. 

In other words, the Berger Court evaluated how the statutory scheme 

regulated electronic eavesdropping as a practice and assessed those practices as a 

whole. In its evaluation, the Court identified the impressive scale of the 

“sophisticated electronic devices” that had been recently developed as compared to 

the physical eavesdropping by naked ear conducted at the time of the Founding.213 

 
 205. See id. at 45. The bugged conversations constituted the sole evidence used to 

convict Berger of conspiring to bribe public officials. Id. 

 206. See id. at 53–54. 

 207. Id. at 53 (quoting Ker v. California, 374 U.S. 23, 33 (1963)). 

 208. Id. at 57. 

 209. See Camara v. Mun. Ct., 387 U.S. 523, 539 (1967). 

 210. See New Jersey v. T.L.O., 469 U.S. 325, 351–53 (1985) (Blackmun, J., 

concurring). 

 211. See O’Connor v. Ortega, 480 U.S. 709, 724 (1987). 

 212. See Fabio Arcila, Jr., Special Needs and Special Deference: Suspicionless 

Civil Searches in the Modern Regulatory State, 56 ADMIN. L. REV. 1223, 1234 (2004) (noting 

“widespread dissatisfaction” with the special needs caselaw); Wayne R. LaFave, Computers, 

Urinals, and the Fourth Amendment: Confessions of a Patron Saint, 94 MICH. L. REV. 2553, 

2574 (1996) (criticizing Vernonia School District 47J v. Acton, 515 U.S. 646 (1995), a 

seminal special needs case, for the “violence that it does to established Fourth Amendment 

doctrine”). 

 213. Berger, 388 U.S. at 45–47. 
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Newly designed and easily hidden bugs could now eavesdrop “on anyone in most 

any given situation” and “pick up whispers within a room and broadcast them half 

a block away.”214 Electronic eavesdropping was indiscriminate, picking up all 

conversations, incriminating or not, and dynamic, lasting as long the bug was in 

place. All of those features gave the police great power, requiring “a heavier 

responsibility on this Court in its supervision of the fairness of procedures.”215 

The Court opined that the breadth of the intrusion on privacy inherent in 

eavesdropping posed an especially great need for particularity and reliability in the 

showing required for judicial authorization.216 To meet this need, it turned to the 

superwarrant toolkit. The Court approved prior decisions that, unlike the New York 

statute, had prescribed “precise and discriminate” procedures to authorize 

electronic-device use, which afforded “similar protections to those that are present 

in the use of conventional warrants authorizing the seizure of tangible evidence.”217 

For example, the Berger Court approvingly cited the Osborn case of the prior year, 

in which the Court had authorized only one limited intrusion, rather than permitting 

continuous eavesdropping.218 Any surveillance undertaken by the officer past the 

original order required a return to the authorizing court, as well as a renewed 

showing of probable cause.219 Additionally, because the eavesdropping could be 

prolonged, the Osborn Court had required the surveilling officer to act with dispatch 

and had instructed the officer not to conduct surveillance over a prolonged and 

extended period.220 Finally, the Berger Court approved of how the Osborn Court 

had required a return on the warrant, which allowed the court that had issued the 

warrant to review how the warrant had been executed and what had been seized.221 

Building on this precedent, the Berger Court held the New York statute to 

be facially unconstitutional because the protections the statute authorized for the 

“search and seizure made thereunder” did not satisfy the Fourth Amendment’s 

requirements; they lacked the “strict precautions” needed to minimize “the danger 

of an unlawful search and seizure.”222 Use of the law violated the Fourth 

Amendment requirement of particularity with regard to the crime committed or to 

be committed as well as the specific conversations sought by leaving too much 

discretion to the investigating officer.223 The Court found the statute to violate the 

Fourth Amendment’s probable cause requirement by permitting a single showing of 

probable cause to authorize two months of continuous eavesdropping—a series of 

intrusions that permit indiscriminate acquisition of all overheard conversations 

(including nonincriminating ones), and the conversations of both suspects and other 

 
 214. Id. at 46–47 (1967) (citing Alan F. Westin, Science, Privacy, and Freedom: 

Issues and Proposals for the 1970’s, 66 COLUM. L. REV. 1003, 1005–10 (1966)). 

 215. Id. at 56 (quoting Osborn v. United States, 385 U.S. 323, 329 n.7 (1966)). 

 216. See id. 

 217. Id. at 57. 

 218. See id. at 56–57. 

 219. Id. at 57. 

 220. See id. 

 221. See id. at 57, 60. 

 222. Id. at 57. 

 223. Id. at 58–59. 
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innocent conversants.224 The Court criticized the statute for not requiring the order 

to terminate when law enforcement achieved the eavesdropping’s object, again 

leaving it in the officer’s discretion whether to continue the surveillance for the 

entirety of the two months.225 Finally, the Court complained about a lack of notice 

and a lack of a return on the warrant, which provided no accountability in cases 

where an officer unlawfully used the seized conversations of innocent parties.226 

The Berger Court concluded that the New York statute authorized such 

indiscriminate use of eavesdropping that it permitted a “general search” of the type 

that motivated the passage of the Fourth Amendment.227 Once again, the statutory 

protections of probable cause and judicial review were not enough to prevent a 

general warrant. Without additional superwarrant restrictions, the statute would 

authorize unconstitutional general warrants. The Berger Court recognized that 

courts bear the duty to impose superwarrant safeguards to provide analogous 

protection to that afforded by a probable cause warrant by layering on additional 

procedural requirements to account for the ways in which surveillance places new 

pressure on privacy and provides new power to the police.228 

Although judges must understand that Berger empowers the Judiciary to 

enact new superwarrant requirements without waiting on any other branch of 

government,229 the Judiciary does not have a monopoly on the power. Quite often, 

we would expect the Judiciary and Legislature to work in tandem, with judges 

recognizing the need for new superwarrants and exploring their specific contours, 

followed by the Legislature enshrining these rules, subjecting them to the kind of 

detail-oriented specification and democratic input that are hallmarks of the 

legislative role. 

For example, Congress incorporated Berger’s constitutional requirements 

into the comprehensive Wiretap Act of 1968, which regulated, and continues to 

regulate, the aural acquisition of wire and oral communications.230 The Wiretap Act 

 
 224. See id. at 59. The statute permitted extensions to a two-month period based on 

a mere showing that the extension was “in the public interest.” Id. 

 225. See id. at 59–60. 

 226. See id. at 60. 

 227. See id. at 58. 

 228. See id. at 57 (approving of “precise and discriminate procedures” in the 

Osborn bugging case that “afforded similar protections to those that are present in the use of 

conventional warrants authorizing the seizure of tangible evidence”). 

 229. See GRAY, AGE OF SURVEILLANCE, supra note 4, at 257 (“[I]f the political 

branches fail to act, then it is the solemn office of the courts as final guardians of constitutional 

rights to step into the breach.”); id. at 14 (“The best hope to curtail the expansion of our 

surveillance state might therefore seem to be the courts, whose solemn constitutional duty it 

is to constrain the political branches’ inevitable expansions of state power.”). 

 230. Omnibus Crime Control and Safe Streets Act of 1968, Pub. L. No. 90-351, 

tit. III, §§ 801–02, 82 Stat. 197, 213 (codified as amended as the Federal Wiretap Act in the 

Electronic Communications Privacy Act at 18 U.S.C. §§ 2510–23). The Wiretap Act also 

incorporated the constitutional requirements from Katz, such as the reasonable expectation of 

privacy test. See United States v. Biasucci, 786 F.2d 504, 510 (2d Cir. 1986) (explaining 

“there is abundant evidence that [Congress] specifically intended to adopt the constitutional 

guidelines announced in Berger and Katz” when it passed the Wiretap Act (citing S. REP. NO. 

90-1097 (1968), as reprinted in 1968 U.S.C.C.A.N. 2112, 2153–63)). 
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codifies superwarrant tools for both electronic eavesdropping and wiretapping.231 

For either type of court order, issuing judges must, after finding probable cause, 

ensure that the warrant meets the particularity requirement by having the order 

contain “a particular description of the type of communication sought to be 

intercepted, and a statement of the particular offense to which it relates.”232 The Act 

requires minimization by requiring that the interception “be conducted in such a way 

as to minimize the interception of communications not otherwise subject to 

interception under [the Act].”233 The Wiretap Act imposes time limits, limiting the 

period of interception to no “longer than is necessary to achieve the objective of the 

authorization, []or in any event longer than thirty days” (though extensions are 

possible).234 And it implements necessity by requiring the issuing court to find, 

before authorizing an order, that “normal investigative procedures have been tried 

and have failed or reasonably appear to be unlikely to succeed if tried or to be too 

dangerous.”235 

And even when the Legislature acts to enshrine some superwarrant 

requirements, judges retain the power, and indeed the obligation, to test such statutes 

against the Fourth Amendment floor. For example, when Congress amended the 

Wiretap Act in the Electronic Communications Privacy Act of 1986 (“ECPA”), 

extending it to cover electronic communications,236 it chose to extend only some of 

the Wiretap Act’s comprehensive scheme to electronic communications. In doing 

so, it left many modern surveillance practices either wholly unregulated or under 

protected, as compared to voice communications.237 Here, the Legislature did not 

get the last word, as courts have invalidated parts of the law for failing to afford 

sufficient Fourth Amendment protections, engaging in the kind of scrutiny 

demonstrated by the Berger approach.238 

Two important decisions illustrate the point. In 2010, the Sixth Circuit in 

United States v. Warshak invalidated, under the Fourth Amendment, several ECPA 

provisions that permitted government access to the contents of stored emails with 

less-than-probable cause.239 Then, in 2018, the Supreme Court found in its landmark 

Carpenter decision that the government’s use of a below-probable-cause order 

under ECPA failed to meet Fourth Amendment standards.240 To the extent ECPA 

 
 231. See 18 U.S.C. § 2518. 

 232. Id. § 2518(4)(c). 

 233. Id. § 2518(5). 

 234. Id. 

 235. Id. § 2518(3)(c); see, e.g., Biasucci, 786 F.2d at 510–12 (holding that the 

“enforced wall of secrecy” in organized crime justified granting a warrant for the use of 

“extraordinary investigative techniques” like video surveillance). 

 236. See Electronic Communications Privacy Act of 1986, Pub. L. No. 99-508, 

100 Stat. 1848 (codified as amended at 18 U.S.C. § 2510(18)) (defining “aural transfer”). 

 237. See Freiwald, Online Surveillance, supra note 31, at 58. 

 238. See Berger v. New York, 388 U.S. 41, 59 (1967). 

 239. See United States v. Warshak, 631 F.3d 266, 288 (6th Cir. 2010) (“Moreover, 

to the extent the [Stored Communications Act (“SCA”)] purports to permit the government 

to obtain [the content of stored] emails warrantlessly, the SCA is unconstitutional.”). The 

court did not grant Warshak’s motion for suppression, however, based on the agents’ 

good-faith reliance on the statute. See id. at 288–90. 

 240. See Carpenter v. United States, 585 U.S. 296, 317 (2018). 
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permitted government access to historical CSLI without requiring a 

probable-cause-based warrant, the Court determined that ECPA was 

unconstitutional.241 

The procedural postures of Warshak and Carpenter did not lend either 

court the opportunity to decide whether the Fourth Amendment might require more 

than a probable cause warrant for stored emails or historical CSLI. The next major 

step in the Berger line of superwarrant cases came instead when seven federal 

appellate courts addressed the rules around silent video surveillance. 

B. Federal Appellate Courts Use Superwarrants for Silent Video Surveillance 

Starting in the mid-1980s, courts around the country faced the question of 

how to regulate the government’s installation and use of tiny, hidden video cameras. 

The Supreme Court had not opined on the practice, and because Congress had 

focused the Wiretap Act on “aural surveillance,”242 it did not on its terms cover silent 

video surveillance. In United States v. Torres, the Seventh Circuit established that 

several of the superwarrant tools described by the Berger Court and codified in the 

Wiretap Act should also regulate the practice of silent video surveillance, as a matter 

of constitutional law.243 Six other federal appellate courts found the reasoning so 

persuasive that they adopted it for themselves over the next 12 years, with no circuits 

disagreeing.244 

Torres involved a government challenge to the trial court’s suppression of 

videotape evidence gathered by agents who had hidden video cameras in an 

apartment they suspected that defendants had been using as a “safehouse” for 

domestic terrorism.245 The government had obtained two court orders: one following 

the strictures of the Wiretap Act to authorize the installation and monitoring of audio 

bugs, and a second that did not meet the same standards, authorizing the installation 

and monitoring of the silent video cameras.246 Agents wanted to see (as well as hear) 

the defendants to obtain evidence of bomb-making, worrying that audio alone would 

miss critical information due to the defendant’s reported use of coded language and 

 
 241. See id. (holding that an order under § 2703(d) of the SCA is not a permissible 

mechanism to acquire historical CSLI records). 

 242. 18 U.S.C. § 2510(18). 

 243. 751 F.2d 875, 884–86 (7th Cir. 1984). 

 244. See United States v. Biasucci, 786 F.2d 505, 508–09 (2d Cir. 1986); 

United States v. Cuevas-Sanchez, 821 F.2d 248, 252 (5th Cir. 1987); United States v. 

Mesa-Rincon, 911 F.2d 1433, 1437–38 (10th Cir. 1990); United States v. Koyomejian, 

970 F.2d 536, 542 (9th Cir. 1992) (en banc); United States v. Falls, 34 F.3d 674, 679–80 

(8th Cir. 1994); United States v. Williams, 124 F.3d 411, 416–17 (3d Cir. 1997); 

United States v. Nerber, 222 F.3d 597, 605–06 (9th Cir. 2000). 

 245. Torres, 751 F.2d at 876–77. The defendants were charged with seditious 

conspiracy, weapons, and explosives violations. Id. at 876. 

 246. See id. at 877. The government used different equipment to obtain aural 

communications. Id. at 876, 883. 
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loud music.247 The trial court suppressed the videotapes, finding no statutory basis 

in the Wiretap Act or elsewhere for the government’s warrant.248 

Judge Posner first concluded that the Wiretap Act did not authorize silent 

video surveillance, because, by its terms, it regulated only the aural interception of 

wire or oral communications.249 The court opined that Congress most likely failed 

to regulate hidden video surveillance because it had not seemed like a realistic 

possibility; in 1968, video cameras were too large to be effectively hidden.250 In 

contrast, agents could hide tiny eavesdropping bugs, no larger than postage stamps, 

in fountain pens, cufflinks, and the like.251 Time marches on and technology 

advances, and by the time Torres arrived, the police had access to tiny video cameras 

that could evade detection.252 

The Wiretap Act both limits surveillance through the superwarrant 

requirements and makes surveillance possible by giving the police the statutory 

authority to seek judicial permission to wiretap.253 It is the second, empowering role 

that Judge Posner first found lacking, but he also rejected the defendants’ argument 

that without statutory authority, the police were forbidden from ever using silent 

video surveillance.254 Instead, he found the authority to issue a court order for silent 

video surveillance in both the broad language of Rule 41 of the Federal Rules of 

Criminal Procedure and in the courts’ inherent authority.255 Referring to Rule 41, 

Judge Posner explained that the Supreme Court had recently read Rule 41 to cover 

“electronic intrusions,” including bugging, even though its plain language applied 
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 252. Torres, 751 F.2d at 888 (Cudahy, J., concurring) (describing the video 
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 253. 18 U.S.C. § 2518. 
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to “conventional searches.”256 Comparing video surveillance of people in private 

places to bugging, Judge Posner found the former to be “an even greater intrusion 

on privacy than secretly recording their conversations.”257 

Having established the power to conduct silent video surveillance, 

Judge Posner then turned in Torres to the limits that the Fourth Amendment would 

impose on such surveillance—in other words, to what a judge must require before 

signing an order authorizing silent video surveillance.258 This was the critical Berger 

moment: Judge Posner had to decide whether a warrant based only on probable 

cause and particularity was enough, or whether additional superwarrant protections 

were needed. He began by recognizing that judges should tailor orders based on the 

severity of the intrusion on privacy, with the goal “to strike a proper balance between 

public safety and personal privacy,” and considered whether the Fourth Amendment 

could require other methods to rein in police abuse, “such as banning the technique 

outright from use in the home in connection with minor crimes.”259 His inquiry 

recognized that even a search pursuant to a traditional warrant could be 

unreasonable under the Fourth Amendment, if the Constitution required more.260 

In other words, even though the special-needs reasonableness test yielded 

a standard below probable cause,261 when applied to a different, more intrusive 

surveillance method, the reasonableness requirement could mandate more than a 

probable cause warrant.262 
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Employing a reasonableness-balancing test, Judge Posner asked how to 

ensure that silent video surveillance did not “intrud[e] on personal privacy to an 

extent disproportionate to the likely benefits from obtaining fuller compliance with 

the law.”263 Judge Posner compared the practice of silent video surveillance to a 

traditional search, finding, as in the case of electronic eavesdropping, that silent 

video surveillance was significantly more privacy-invasive.264 Judge Posner 

identified how silent video surveillance takes place over a period of time, like 

electronic eavesdropping and wiretapping.265 Like those two methods, and as 

compared to one-and-done searches, video surveillance is more indiscriminate, 

because it acquires more irrelevant, personal, and nonincriminating information 

over the entire period of surveillance.266 Judge Posner determined that silent video 

surveillance is even more privacy-invasive than wiretapping and bugging because it 

provides a more complete picture, just as a strip search is more invasive than a 

pat-down search.267 In later decisions following Torres, other circuit courts agreed 

about, and expanded upon, the exceptionally intrusive nature of silent video 

surveillance.268 

Based on the view that “television surveillance is potentially so menacing 

to personal privacy,” Judge Posner found that an order authorizing its use must 

satisfy the constitutional requirements established in Berger and codified in the 

Wiretap Act.269 To be clear, the Seventh Circuit did not interpret the Wiretap Act 

(“the Act”) to apply to silent video surveillance but rather held that four provisions 

of the Act provide “the measure of the government’s constitutional obligation . . . in 

using television surveillance to investigate crime.”270 Judge Posner adapted 

provisions designed to regulate wiretapping and bugging as superwarrant tools. The 

court required a specification of the federal crimes at stake and a statement that the 

video surveillance would yield evidence of those crimes (enhanced particularity); a 

 
Fourth Amendment must be determined by weighing the invasions of Fourth Amendment 

interests which wiretapping and eavesdropping entail against the public need justifying such 

invasions.” (citing Camara, 387 U.S. at 523; See v. City of Seattle, 387 U.S. 541 (1967))). 

 263. Torres, 751 F.2d at 883. 

 264. See Freiwald, First Principles, supra note 115, at 10 (discussing how the 

appellate courts found silent video surveillance to be hidden, intrusive, indiscriminate, and 

continuous); Kent Greenfield, Cameras in Teddy Bears: Electronic Visual Surveillance and 

the Fourth Amendment, 58 U. CHI. L. REV. 1045, 1056–57 (1991); Ric Simmons, Can 

Winston Save Us from Big Brother? The Need for Judicial Consistency in Regulating Hyper-

Intrusive Searches, 55 RUTGERS L. REV. 547, 556–64 (2003). 

 265. Torres, 751 F.2d at 884. 

 266. Id. at 884–85. 

 267. Id. at 885. 

 268. See, e.g., United States v. Taketa, 923 F.2d 665, 677 (9th Cir. 1991) (finding 

warrantless government video surveillance to be exceptionally intrusive and finding that “the 

silent, unblinking lens of the camera was intrusive in a way that no temporary search . . . could 

have been”); United States v. Mesa-Rincon, 911 F.2d 1433, 1442–43 (10th Cir. 1990) 

(identifying that the video surveillance had captured someone masturbating on camera as an 

indication of how intrusive it is and following the Torres approach). 

 269. Torres, 751 F.2d at 885. 

 270. Id. The Seventh Circuit did not find the following provisions to be 

constitutionally required: the limited use of surveillance for certain crimes, high-level signoff 

for orders, or a statutory suppression remedy. Id. at 889–90 (Cudahy, J., concurring). 
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statement that normal investigative methods would be unavailing (necessity); that 

the surveillance be conducted only as long as necessary to achieve its objective, and 

no longer than 30 days (with renewals possible) (time and duration limits); and that 

unauthorized recordings be minimized (minimization).271 The order added further 

superwarrant refinements not found within the Act, specifying the number of times 

the FBI could reenter the “safehouse to install, adjust, and remove” the audio and 

video equipment and requiring progress reports to the court every five days.272 

Judge Posner ended his analysis by suggesting that Congress take up the 

question of silent video surveillance, but 40-plus years later, it has never seen fit to 

do so.273 The lesson is plain: courts have the authority to create superwarrant 

requirements without waiting for the Legislature or their superior courts. Indeed, 

Torres was written in a different era, when Congress routinely enacted legislation 

about surveillance and technology.274 Today, Congress rarely legislates to limit the 

expansive power of technology practices, which puts an even greater onus on the 

courts to serve as constitutional gatekeepers. 

C. The Digital Era 

The judicial development of superwarrant law has continued into the digital 

era. This should not be a surprise, as Part I explained how advances in collection, 

storage, and analytics are spurring the need for expanded superwarrant 

requirements. Two recent sources of authority for this expansion are the restrictions 

that magistrate judges have placed on search warrants used to comb through massive 

hard drives and the Supreme Court’s landmark decision and analysis in Carpenter. 

1. Judicial Limits on Warrants for Hard Drives 

In the early 2000s, federal magistrate judges began to express discomfort 

about the computer and email search warrants they were being asked to sign.275 

These warrants authorized law-enforcement officials to seize the contents of entire 

computer hard drives and email accounts.276 With the steady increase in the size of 

computer storage devices, and the concomitant decrease in the cost per megabyte, 

computer users increasingly kept more files for longer periods of time than they had 

when storage was scarce and expensive. The result was that a single hard drive could 

contain a decade or more of data, containing tens or even hundreds of thousands of 

files, ranging from photographs to spreadsheets to email messages. A warrant to 

 
 271. Id. at 884–85; see also United States v. Nerber, 222 F.3d 597, 606 (9th Cir. 

2000) (granting a suppression motion for failure to obtain a warrant satisfying those four 

additional factors, as laid out in United States v. Koyomejian, 970 F.2d 536, 542 (9th Cir. 

1992), which in turn was following Torres). 

 272. Torres, 751 F.2d at 884. 

 273. Id. at 886 (“[T]elevision surveillance for domestic criminal 

investigations . . . may seem fairly to cry out for congressional attention . . . .”). 

 274. E.g., Video Privacy Protection Act of 1988, Pub. L. No. 100-618, 102 Stat. 

3195; Electronic Communications Privacy Act of 1986, Pub. L. No. 99-508, 100 Stat. 1848; 

Cable Communications Privacy Act of 1984, Pub. L. No. 98-549, 98 Stat. 2779; Privacy 

Protection Act of 1980, Pub. L. No. 96-440, 94 Stat. 1879; Foreign Intelligence Surveillance 

Act of 1978, Pub. L. No. 95-511, 92 Stat. 1783. 

 275. See Berman, supra note 22, at 61. 

 276. Id. at 57. 
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search for evidence of a crime that had occurred in the recent past could yield years 

of unrelated and nonresponsive data. 

The way digital forensics differs from the search of a house exacerbated 

the problem. In a physical building, the execution of the warrant happens during a 

well-delineated stage in the process, during which agents open drawers and search 

under beds for responsive evidence. Law enforcement then tags, seizes, and hauls 

back to the station for later review anything appearing to fall within the warrant. 

With a hard drive or email account, the warrant is executed by a forensic 

expert who makes a complete bit-by-bit copy of the entire contents of the storage 

device or account data. Law enforcement then “searches” this copy using powerful 

forensic software tools, unearthing data months and sometimes years after the search 

warrant has been returned. 

Faced with the twin dilemmas of massive storage devices and the forensic 

process, magistrate judges began refusing to sign these warrants until and unless the 

agents agreed to some superwarrant limits. First, judges limited the amount of time 

agents could spend forensically analyzing the digital evidence.277 Second, they 

imposed limits on the search protocols agents could use during the forensic 

analysis.278 Third, they required an iterative process between agents and the judge.279 

For example, if the search protocol specified at the time of the warrant application 

failed to elicit all relevant evidence, agents would be obligated to return to the 

magistrate judge to seek new authority to modify the protocol, possibly by trying 

different search terms. 

Critics of these developments called this the “magistrates’ revolt.”280 

Others contested that characterization, arguing that these judges were simply finding 

a way to narrow otherwise manifestly unconstitutional warrants.281 One critic has 

argued that magistrate judges lack the authority to impose ex ante restrictions on 

warrants, recommending that they sign these warrants without any restrictions, 

leaving trial court judges to sort out the constitutional questions later, after a motion 

to suppress.282 

The initial scrutiny and fervor of the magistrates’ revolt has seemingly 

given way to a quieter status quo that continues to involve these important 

superwarrant tools. Reports suggest that judges continue imposing superwarrant 

restrictions on massive digital-storage searches.283 Few appellate courts have taken 

up the issue, and the Supreme Court has yet to weigh in. 

 
 277. Id. at 61–62. 

 278. Id. 

 279. Id. 

 280. Id. at 53 & n.16. 

 281. See id. at 53; Paul Ohm, Massive Hard Drives, General Warrants, and the 

Power of Magistrate Judges, 97 VA. L. REV. ONLINE 1, 11–12 (2011) [hereinafter Ohm, 

Massive Hard Drives]. 

 282. See Orin S. Kerr, Ex Ante Regulation of Computer Search and Seizure, 96 VA. 

L. REV. 1241, 1246 (2010). 

 283. See Larry J. Wszalek, Smart Collection When Using a Search Warrant to Seize 

Voluminous Electronic Evidence: Have a Strategy and a Plan, 68 DOJ J. FED. L. & PRAC. 97, 
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2. Carpenter 

Carpenter v. United States284 is a watershed moment in constitutional law. 

We both have written, separately, about the sea change it made to the Fourth 

Amendment,285 and argued that it should supplant Katz as providing the touchstone 

test for assessing police action under the Fourth Amendment.286 

At first glance, one might assume that Carpenter has little to say about 

superwarrants. None of the opinions speak of superwarrant tools, such as 

minimization or necessity, and the bottom-line conclusion of the majority opinion is 

that “the Government must generally obtain a warrant supported by probable cause 

before acquiring” seven days’ worth of CSLI.287 

A closer read reveals that Carpenter has worked some “revolutions” with 

respect to superwarrant law as well.288 First, Carpenter offers a multi-factor test for 

assessing police action under the Fourth Amendment. Although different scholars 

and courts have offered different sets of factors from the majority opinion, they all 

contain roughly the same set of considerations: the amount of data collected; the 

revealing nature of that data; whether the data had been disclosed automatically or 

voluntarily; whether the technology that collected the data was inescapable; the 

number of people surveilled; and the cost of surveillance.289 Courts considering 

superwarrants for new contexts can point not only to Berger but also to Carpenter 

for the relevance of these factors to the Fourth Amendment. 

Second, although much of the scholarly attention on Carpenter has focused 

on the multi-factor test developed in Sections III.A and III.B of the majority 

opinion,290 less commented upon is what the Court does in Part IV, a section that 

provides support for the superwarrant approach in future cases.291 Having concluded 

in Part III that a reasonable expectation of privacy protects stored CSLI and that the 

Court should not extend the so-called third-party doctrine to address it, the Court 

had to clear one more hurdle: its subpoena precedents. 

 
102 (2020) (noting that some “courts specifically mandate affiants include specific protocols 

in the search warrant affidavit”). 

 284. 585 U.S. 296 (2018). 

 285. See Paul Ohm, The Many Revolutions of Carpenter, 32 HARV. J.L. & TECH. 

357, 358 (2019) [hereinafter Ohm, Many Revolutions]; Susan Freiwald & Stephen Wm. 

Smith, The Carpenter Chronicle: A Near-Perfect Surveillance, 132 HARV. L. REV. 205, 205 

(2018). 

 286. Matthew Tokson & Paul Ohm, Carpenter Should Replace Katz in Fourth 

Amendment Law, LAWFARE (July 13, 2022, at 08:01 MT), 

https://www.lawfaremedia.org/article/carpenter-should-replace-katz-fourth-amendment-law 

[https://perma.cc/B8D8-BDWZ]; see Freiwald & Smith, supra note 285, at 222, 227. 

 287. Carpenter, 585 U.S. at 316. 

 288. Ohm, Many Revolutions, supra note 285, at 358. 

 289. Matthew Tokson, The Aftermath of Carpenter: An Empirical Study of Fourth 

Amendment Law, 2018–2021, 135 HARV. L. REV. 1790, 1800–04 (2022) (summarizing 

factors and citing scholars’ versions of the factors). 

 290. See, e.g., id.; Ohm, Many Revolutions, supra note 285, at 378. 

 291. See Carpenter, 585 U.S. at 316–20. 
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Starting in 1946 with Oklahoma Press Publishing Co. v. Walling,292 the 

Court had held in a number of cases that the Fourth Amendment treated the search 

of a person’s home with a search warrant differently than the arm’s-length 

compulsion of documents via subpoena.293 In this series of cases, the Court had 

concluded that although the Fourth Amendment still regulated compulsion via 

subpoena, it did so “less stringently than it does full-blown searches and seizures.”294 

To satisfy the Fourth Amendment, the Court in the subpoena cases had seemed to 

require only that the subpoena sought records that were relevant to a criminal 

investigation and not overbroad.295 

Justice Alito pressed this argument in his dissent in Carpenter, joined by 

Justice Thomas: 

As a matter of original understanding, the Fourth Amendment does 

not regulate the compelled production of documents at all. Here the 
Government received the relevant cell-site records pursuant to a court 

order compelling Carpenter’s cell service provider to turn them over. 

That process is thus immune from challenge under the original 

understanding of the Fourth Amendment.296 

He supported this with a lengthy investigation of colonial-era British 

common-law practices at the time of the Founding and Supreme Court caselaw.297 

The majority disagreed, and its response is instructive to future 

superwarrant considerations. As it did in Berger, the Court again rooted its analysis 

in the Fourth Amendment’s requirement of “reasonableness,”298 providing support 

for the idea that reasonableness can move the constitutional standard above what 

precedents have required. Responding to Justice Alito’s objection, the Court 

explained that “this Court has never held that the Government may subpoena third 

parties for records in which the suspect has a reasonable expectation of privacy.”299 

In his dissent, Justice Alito quoted this passage, tartly commenting that “[f]rankly, I 

cannot imagine a concession more damning to the Court’s argument,” because “the 

reason that we have never seen such a case is because—until today—defendants 

 
 292. 327 U.S. 186, 209–10, 216–17 (1946). 

 293. Id.; see e.g., Donovan v. Lone Steer, Inc., 464 U.S. 408, 414–15 (1984); 

United States v. Miller, 425 U.S. 435, 445–46 (1976); Cal. Bankers Ass’n v. Shultz, 416 U.S. 

21, 67 (1974); United States v. Dionisio, 410 U.S. 1, 11–12 (1973); See v. City of Seattle, 

387 U.S. 541, 544 (1967); United States v. Powell, 379 U.S. 48, 57–58 (1964); McPhaul v. 

United States, 364 U.S. 372, 381–83 (1960); United States v. Morton Salt Co., 338 U.S. 632,  

652–53 (1950). 

 294. Carpenter, 585 U.S. at 374 (2018) (Alito, J., dissenting). 

 295. Id. 

 296. Id. at 375. 

 297. See id. at 362–75. 

 298. Id. at 316–17 (majority opinion). 

 299. Id. at 317; see Patricia L. Bellia & Susan Freiwald, Fourth Amendment 

Protection for Stored E-Mail, 2008 U. CHI. LEGAL F. 121, 141–43 (2008) (describing their 

argument in Warshak that the government cannot compel documents—in that case stored 

e-mail—with a subpoena when those documents or emails are subject to a reasonable 

expectation of privacy because that would allow the government to choose its own Fourth 

Amendment standard). 
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categorically had no ‘reasonable expectation of privacy’ and no property interest in 

records belonging to third parties.”300 

Ultimately, the majority opinion concluded that even if its analysis 

represented a clean break from the subpoena cases of the past, this was justified, 

using language that every court can cite when requiring a superwarrant to address 

new and invasive forms of surveillance: 

At some point, the dissent should recognize that CSLI is an entirely 

different species of business record—something that implicates basic 
Fourth Amendment concerns about arbitrary government power 

much more directly than corporate tax or payroll ledgers. When 

confronting new concerns wrought by digital technology, this Court 

has been careful not to uncritically extend existing precedents.301 

The Carpenter Court elevated the longstanding constitutional floor from 

subpoenas to search warrants to account for the invasive nature of modern 

surveillance practices. Following that precedent, lower courts may use superwarrant 

tools to supplement Founders’ warrants in response to today’s new and developing 

invasive surveillance practices. 

For example, courts should use superwarrant tools for the precise 

surveillance method used in Carpenter: police compulsion of historical CSLI. 

Importantly, the case arrived at the Court on review of the decision of two lower 

courts that law enforcement could use a sub-probable-cause court order to compel 

the records.302 The petitioner’s brief argued only in favor of a search warrant 

requirement and did not ask for any superwarrant obligations.303 The Court’s 

holding that law enforcement required a probable cause warrant does not preclude a 

future court from requiring superwarrant obligations for CSLI acquisition. Given the 

Court’s lengthy discussions about the scale of CSLI data-location information, 

which is recorded multiple times each minute and stored for up to five years for 

hundreds of millions of individuals,304 one could imagine courts employing 

minimization obligations to limit how much CSLI information may be obtained. In 

addition, the Court ascribes superhuman-bestowing powers to CSLI, in the way it 

enables the police to “travel back in time to retrace a person’s whereabouts,” a power 

that “runs against everyone,” meaning the “police need not even know in advance 

whether they want to follow a particular individual, or when.” It is as if the state 

“had attached an ankle monitor to the phone’s user.”305 This analysis might convince 

 
 300. Carpenter, 585 U.S. at 376–77 (Alito, J., dissenting). 

 301. Id. at 318 (majority opinion) (citing Riley v. California, 573 U.S. 373, 386 

(2014)); see also United States v. Warshak, 631 F.3d 266, 288 (6th Cir. 2010) (finding a 

reasonable expectation of privacy in emails held by a third-party provider notwithstanding 

that the government sought their acquisition with a subpoena). 

 302. See United States v. Carpenter, No. 12-20218, 2013 WL 6385838, at *2 

(E.D. Mich. Dec. 6, 2013); United States v. Carpenter, 819 F.3d 880, 889–90 (6th Cir. 2016). 

 303. Brief for Petitioner at 22–24, United States v. Carpenter, 585 U.S. 296 (2018) 

(No. 16-402). 

 304. Carpenter, 585 U.S. at 311–12. 

 305. Id. at 297, 311–12. 
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future courts to impose a necessity requirement, prohibiting access to stored CSLI 

until other, less-invasive investigative steps have been tried and failed.306 

III. THE SUPERWARRANT FRAMEWORK 

Having established the shortcomings of Founders’ warrants when applied 

to modern forms of technological surveillance in Part I, and having surveyed the 

60 years of caselaw establishing the judicial role in creating superwarrant 

requirements in Part II, we now turn to the analytical approach that emerges from 

those precedents. Courts should apply a three-step test to determine whether to apply 

superwarrant requirements for new, invasive, and powerful forms of surveillance. 

The three steps are, briefly, (1) identifying the invasive characteristics, (2) assessing 

these characteristics under the Fourth Amendment, and (3) tailoring superwarrant 

requirements. Magistrate judges should apply these steps when asked to authorize 

surveillance, and reviewing courts should do the same when ruling on motions to 

suppress. Our three-step framework finds support not only in the precedents but also 

in Fourth Amendment scholarship. 

Judges are not likely to apply the three steps unless and until they first find 

that the surveillance under review counts as a “search” under Katz, meaning it 

invades a reasonable expectation of privacy.307 We believe that all of the 

surveillance techniques we consider in this Article constitute searches under Katz, 

as the Supreme Court properly elaborated in Carpenter. Still, we point out how 

superwarrants will also be useful under various scholarly proposals to move beyond 

Katz by shifting the focus of the Fourth Amendment away from the definition of 

search and toward the overarching requirement of reasonableness. 

Finally in this Part, we highlight the centrist, compromise quality of the 

superwarrant approach. Law-enforcement officials will complain that superwarrants 
burden their investigations and thus lead to more unsolved crimes. At the same time, 

civil libertarians and privacy advocates may worry that superwarrants enable 

invasive forms of surveillance that deserve to be categorically banned. Superwarrant 

restrictions strike a middle course, permitting new forms of surveillance, but only 

when constrained by enough protective superwarrant requirements to render them 

consistent with the Constitution. 

A. Three Steps: Identify, Assess, Tailor 

Berger and its progeny provide a framework for courts to use when 

considering whether to impose superwarrant requirements before authorizing 

invasive new forms of technologically fueled surveillance. The framework requires 

three steps: (1) identify the characteristics of the surveillance that threaten privacy 

or increase police power; (2) assess whether authorizing that form of surveillance 

using only a Founders’ warrant based on probable cause, particularity, and judicial 

review satisfies the requirements of the Fourth Amendment in light of the invasive 

characteristics identified; and if not, (3) tailor superwarrant requirements to cure the 

Fourth Amendment deficiency. 

 
 306. 18 U.S.C. § 2518(3)(c). 

 307. Courts may also find searches under the traditional trespass doctrine. 

United States v. Jones, 565 U.S. 400, 404–05 (2012). 
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Our three-part framework draws from the cases in Part II, as well as our 

own previous work on how superwarrant tools do and must regulate modern 

surveillance practices. For example, we have argued that courts should impose 

heightened procedural hurdles when the government seeks to use a surveillance 

method that is hidden, continuous, intrusive, and indiscriminate, building on how 

the Supreme Court and federal appellate courts have characterized bugging and 

silent video surveillance.308 We have also argued that superwarrant tools were 

needed to supplement traditional warrants in modern surveillance practices because 

of the ease of satisfying the probable cause requirement in the online context.309 In 

other work, we have published a complete taxonomy of the superwarrant toolkit, 

going beyond the four that are featured in this Article: time limits, minimization, 

necessity, and iteration.310 

We also build upon the work of other scholars cited throughout this Article, 

and we highlight three in particular. First, David Gray has argued for supplementing 

traditional warrant requirements when law-enforcement agents use surveillance 

methods that leave people unduly insecure against threats of unreasonable searches 

and seizures.311 Although he did not place these under the “superwarrant” label, 

Gray pointed specifically to restrictions such as exhausting other means of 

surveillance (necessity), minimization procedures, and reporting back to the court 

(iteration) to rein in otherwise broad and indiscriminate surveillance practices.312 

Second, Jennifer Granick, as the Surveillance and Cybersecurity Counsel 

of the Speech, Privacy & Technology Project of the American Civil Liberties Union, 

has authored numerous amici curiae briefs arguing that the Fourth Amendment 

requires enhanced judicial restrictions in cases involving invasive forms of 

 
 308. See Freiwald, Online Surveillance, supra note 31, at 84. The Article described 

government acquisition of the contents of e-mail from storage as hidden, intrusive, 

indiscriminate and continuous. Id. at 72–73, 79–82. A later article described acquisition of 

historical CLSI the same way and suggested that superwarrant tools regulate that practice. 

See Freiwald, Cell Phone Location Data, supra note 10, at 746–49. 

 309. See Paul Ohm, Probably Probable Cause: The Diminishing Importance of 

Justification Standards, 94 MINN. L. REV. 1514, 1558–59 (2010) (arguing that online 

surveillance practices tend to reveal evidence surrounded by enough accompanying context 

as to almost always meet the low standard of probable cause). 

 310. See Ohm, Surveillance Regulation Toolkit, supra note 30, at 491; see also 

Ohm, Investigative Dynamics, supra note 10, at 329 (arguing that if Congress imposed 

superwarrant requirements on government searches by malware that would not unduly inhibit 

law enforcement). 

 311. See GRAY, AGE OF SURVEILLANCE, supra note 4, at 250 (explaining that 

reviewing courts may devise limits on government agents and government practices to ensure 

reasonableness and noting that those limits are not limited to those in the warrant clause); see 

also David Gray, Collective Rights and the Fourth Amendment After Carpenter, 79 MD. L. 

REV. 66, 86–87 (2019) [hereinafter Gray, Collective Rights] (noting that neither the text nor 

history of the Fourth Amendment “support the proposition that probable cause warrants are 

the only way to guarantee the security of the people against unreasonable searches and 

seizures” and suggesting that the Court would be open to more “bespoke arrangements than 

a warrant requirement”). 

 312. See GRAY, AGE OF SURVEILLANCE, supra note 4, at 254–57 (describing modern 

tracking technologies using GPS, CLSI, and RFID as in need of the additional restrictions 

found in the Wiretap Act as a matter of Fourth Amendment reasonableness). 
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electronic surveillance. She has collected many of these arguments in a 

comprehensive, recent article.313 

Third, while Orin Kerr has not explicitly called for superwarrant 

requirements nor even their equivalents, our underlying approach builds on his 

theory of equilibrium-adjustment.314 This theory holds that the requirements of the 

Fourth Amendment serve the important role of maintaining an equilibrium of power 

and privacy between the police and the people of this country. Modern surveillance 

methods sometimes increase the power and discretion of the police so much that it 

tips this equilibrium too far in favor of law enforcement. In those situations, courts 

are obligated to impose new restrictions and rules to restore the equilibrium, even if 

it means overturning precedents.315 In The Digital Fourth Amendment, Kerr uses the 

equilibrium-adjustment theory to explain Carpenter, describing how the invasive 

power of CSLI spurred the Supreme Court to cut back on the third-party doctrine.316 

Kerr recognizes throughout his book that new technologies will continue to upset 

the equilibrium and will present further opportunities to reassess precedents and 

innovate on new approaches.317 

We build upon this strong foundation of prior work but extend and 

formalize the superwarrant framework well beyond what others have done. Most 

importantly, most early references to superwarrants have focused on the 

Legislature.318 Although we support new statutes imposing superwarrant 

 
 313. See Jennifer Stisa Granick, Making Warrants Great Again: Avoiding General 

Searches in the Execution of Warrants for Electronic Data, THE CHAMPION 28, 28–35 (May 

2023) [hereinafter Granick, Making Warrants Great], https://www.nacdl.org/getattachment

/d0771d5c-0f8f-4e01-8d7d-30d2856ca94c/making-warrants-great-again.pdf 

[https://perma.cc/K453-5EXT]. The Article summarizes the legal arguments made in the 

amici briefs, including those sounding in particularity and overbreadth. Id. at 29 The 

arguments include that, without enhanced particularity, duration limits, and other limits on 

searches and seizures that are enforced through iterative processes, modern surveillance 

practices such as digital seizures of electronic data become unreasonable general warrants. 

Id. at 29–35. 

 314. See KERR, THE DIGITAL FOURTH, supra note 31, at 40–70; Orin Kerr, An 

Equilibrium-Adjustment Theory of the Fourth Amendment, 125 HARV. L. REV. 476, 479–82 

(2011) [hereinafter Kerr, Equilibrium-Adjustment]. 

 315. See KERR, THE DIGITAL FOURTH, supra note 31, at 63–65. 
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(No. 16–402) (discussed in KERR, THE DIGITAL FOURTH, supra note 31, at 68). 

 317. See, e.g., KERR, THE DIGITAL FOURTH, supra note 31, at 40–53, 58–70,  

156–62, 167–70, 184–86. 
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requirements for modern surveillance through legislative reform. To name just a few, see 

Andrew Guthrie Ferguson, Facial Recognition and the Fourth Amendment, 105 MINN. L. 

REV. 1105, 1204 (2021) (arguing for minimization, exhaustion, transparency, in addition to a 
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Gray & Danielle Citron, The Right to Quantitative Privacy, 98 MINN. L. REV. 62, 109–12 
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requirements, we emphasize that courts have the power—a power that several have 

exercised over the past six decades—to create new superwarrant requirements. 

In step one of the superwarrant framework, the court should 

comprehensively assess the nature and effect of the proposed method of 

surveillance. This requires investigating the characteristics of the technology, the 

nature of the information obtained by the technology, and the way the government 

is using the technology. This marks another departure of our method from some 

earlier scholars, who have tended to focus on only one of those three criteria.319 

Our descriptions of various surveillance methods in Part I model the kind 

of analysis we mean. Carpenter’s multi-factor test provides a useful test for step 

one. According to Carpenter, courts should consider the following: the amount of 

data collected; the revealing nature of that data; whether the data had been disclosed 

automatically or voluntarily; whether the technology that collected the data was 

inescapable; the number of people surveilled; and the cost of surveillance.320 

Regarding the government’s use of the surveillance technology, we encourage 

judges to evaluate the surveillance method as whole, recognizing that the sum may 

be greater than the individual parts assessed independently.321 

 
(2013). We agree that the Legislature should act, and we further argue that courts should not 

wait. See GRAY, AGE OF SURVEILLANCE, supra note 4, at 257. For an example of a relatively 

new state surveillance regulation that incorporates superwarrant restrictions, see generally 

Susan Freiwald, At the Privacy Vanguard: California’s Electronic Communication Privacy 

Act (CalECPA), 33 BERKELEY TECH. L.J. 131 (2018) (describing the passage and features of 

an innovative California statute that regulates law enforcement surveillance more broadly 

than ECPA and provides enhanced particularity and judicial involvement including by 

requiring a further court order to obtain information that has been located but is unrelated to 

the warrant’s objective). Along similar lines, some scholars have argued for treating systems 

of surveillance as a regulatory and governance problem, most notably Renan, supra note 172, 

at 1044–46, 1112–28. Renan would impose enhanced agency review of programmatic 

surveillance, id. at 1112–14, as well as empower courts to engage in supervision of program 

design through procedures found in the Administrative Procedures Act. See id. at 1098–103. 

Just as we support new calls for legislative superwarrant requirements, so too are we 

supportive of subjecting surveillance systems to administrative governance. But neither of 

these strategies can or should stand in the way of judges creating superwarrant requirements 

in traditional warrant settings. 

 319. See, e.g., KERR, THE DIGITAL FOURTH, supra note 31, at 184–85 (proposing to 

replace the mosaic theory with a “source rule” under which, “[c]ompelling access to data 

sourced from Carpenter-protected records is a search, regardless of the scale or quantity of 

records obtained”). David Gray has promoted a method-based analysis of surveillance 

methods. See GRAY, AGE OF SURVEILLANCE, supra note 4, at 124–28; see also Gray & Citron, 

supra note 318, at 72 n.58 (promoting a method-based approach and citing as inspiration 

Freiwald, Online Surveillance, supra note 31, at 14). 

 320. See Tokson, supra note 289, at 1800–04; see also Gray, Collective Rights, 

supra note 311, at 86 (suggesting that, in evaluating challenges to “new and emerging search 

methods and surveillance technologies,” the Court will consider “the intrusiveness of the 

searches these technologies facilitate, the scalability of the technology, and the costs 

associated with its deployment and use”). 

 321. See, e.g., KERR, THE DIGITAL FOURTH, supra note 31, at 185–86 (recognizing 

that courts should consider not just the information acquired by the search under review, but 

also what information those results facilitate obtaining, so that they may conduct a thorough 
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Once a judge has cataloged the invasive characteristics of the surveillance 

technology under consideration, they must turn to steps two and three. For step two, 

the core Fourth Amendment analysis, it helps to be precise about the different ways 

of expressing the Fourth Amendment’s protections. Courts and commentators too 

often lump together distinct but related concepts including reasonableness, 

particularity, probable cause, general warrants, and excessive police power. We will 

disentangle these five different ways of talking about the constitutional 

requirements, pairing each with a representative superwarrant requirement under 

step three of the proposed test. 

Reasonableness. The overarching source of authority is the Fourth 

Amendment’s lodestar: reasonableness.322 Recall that Berger grounded the 

superwarrant analysis in the textual Fourth Amendment prohibition on 

“unreasonable searches and seizures.”323 Berger explained that “the reasonableness 

of a search is . . . [to be determined] by the trial court from the facts and 

circumstances of the case and in the light of the ‘fundamental criteria’ laid down by 

the Fourth Amendment and in opinions of this Court applying that Amendment.”324 

Although reasonableness is the lodestar, it is a general requirement that does not 

lend itself directly to specific step-three superwarrant requirements. The remaining 

Fourth Amendment concepts can all be treated as Fourth Amendment elements 

required for a search to be found reasonable. 

Particularity. Courts sometimes cite the failure of particularity to explain 

concretely why a form of surveillance exceeds Fourth Amendment reasonableness. 

In turn, particularity itself can mean more than one thing, as surveillance 

technologies can threaten particularity in different ways, each curable through 

distinct superwarrant requirements. Consider two separate failures of particularity: 

surveillance that sweeps too broadly, and surveillance that gives the police too much 

discretion. 

The requirement of particularity is not met when surveillance sweeps in too 

many innocent people, conversations, or sources of data. Berger noted the tendency 

of hidden microphone surveillance to capture the words of innocent people “without 

regard to their connection with the crime under investigation.”325 Judges have 

faulted computer forensic analysis for extending to files that are too old to relate to 

the crime under investigation.326 

 
Fourth Amendment assessment); id. at 186 (“[A] court could treat the prospect of combining 

the two kinds of [otherwise unprotected] records downstream as a reason to view one or both 

of the records as protected.”). 

 322. See Carpenter v. United States, 585 U.S. 296, 304–05 (2018). See generally 

GRAY, AGE OF SURVEILLANCE, supra note 4, at 134–90 (describing the evolution of the Fourth 

Amendment and explaining that the key question is the reasonableness of the government’s 

conduct when it searches or seizes). 

 323. “The right of the people to be secure in their persons, houses, papers, and 

effects, against unreasonable searches and seizures, shall not be violated . . . .” U.S. CONST. 

amend. IV (emphasis added). 

 324. Berger v. New York, 388 U.S. 41, 53 (1967) (alteration in original) (quoting 

Ker v. California, 374 U.S. 23, 33 (1963)). 

 325. Id. at 59. 

 326. See Granick, Making Warrants Great, supra note 313, at 32–34. 
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Minimization is one responsive step-three superwarrant requirement to 

address overcollection.327 For silent video surveillance, Judge Posner required the 

judge to certify that “normal investigative procedures have been tried and have 

failed or reasonably appear to be unlikely to succeed if tried or to be too 

dangerous.”328 

A second way courts talk about particularity is by insisting that a warrant 

should limit (or eliminate) police discretion. Searches through thousands of files on 

a hard drive or years of emails in an email account permit unrestricted “exploratory 

rummaging” and can permit fishing expeditions.329 Magistrate judges have imposed 

minimization obligations to handle this problem, such as by requiring filters during 

the forensic-analysis process.330 

Another superwarrant requirement designed to prevent excessive officer 

discretion is iteration. Berger cited the earlier Osborn case favorably because in that 

case, “a new order was issued when the officer sought to resume the search” rather 

than allowing the first order to serve “as a passkey to further search.”331 Similarly, 

magistrate judges have required officers to seek reauthorization to extend search 

protocols beyond what was approved in the initial warrant.332 

Probable Cause. Sometimes, it is more natural to talk about the lack of 

probable cause rather than solely about particularity. There is a close connection 

between the two. Warrants constrain with particularity the discretion of the police 

to exercise their power to ways supported by their probable cause. Even when the 

police have probable cause relating to some information obtainable through 

surveillance, there are still two ways in which surveillance can extend beyond that 

probable cause: by persisting for too long and by otherwise being overbroad. 

Some forms of surveillance constitute a series of ongoing and continuous 

invasions.333 A wiretap doesn’t collect a single conversation; it gathers multiple 

conversations across time.334 So too does a hidden video camera gather the 

movement and actions of people over time.335 And planes taking photographs of 

 
 327. See GRAY, AGE OF SURVEILLANCE, supra note 4, at 255–57 (suggesting 

minimization requirements). 

 328. United States v. Torres, 751 F.2d 875, 883 (7th Cir. 1984) (quoting 

18 U.S.C. § 2518(3)(c)). 

 329. United States v. Holcomb, 132 F.4th 1118, 1129 (9th Cir. 2025) (holding a 

warrant to search a computer’s hard drives to violate the Fourth Amendment for permitting 

“exploratory rummaging”). 

 330. See Granick, Making Warrants Great, supra note 313, at 30–31, 35 

(discussing the need to require filters to ensure reasonableness and citing some cases that did 

require filters as well as some that did not). 

 331. Berger v. New York, 388 U.S. 41, 56–57 (1967) (citing Osborn v. United 

States, 385 U.S. 323, 330 (1966)). 

 332. See Granick, Making Warrants Great, supra note 313, at 32–34 (discussing 

and citing cases); Berman, supra note 22, at 66. 

 333. See Freiwald, First Principles, supra note 115, at 70; Freiwald, Online 

Surveillance, supra note 31, at 79–80. 

 334. Berger, 388 U.S. at 59. 

 335. United States v. Torres, 751 F.2d 875, 882–83 (7th Cir. 1984). 
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Baltimore during daylight hours do the same.336 Probable cause is a prediction about 

near-future events, and ongoing surveillance may well render the evidence that 

supported probable cause at the outset stale and inapplicable. Although today, the 

evidence may suggest that a particular phone will be used as part of a criminal 

conspiracy, that evidence is considerably weaker for conversations 60 days from 

now. 

The step-three response to the lack of probable cause for ongoing and 

continuous surveillance is to impose a superwarrant time limit. Berger faulted the 

New York statute for authorizing bugging for two months.337 Congress codified this 

holding by permitting hidden audio recording for no more than 30 days.338 After 

30 days, agents must return to the court for reauthorization.339 Courts have imported 

that 30-day statutory requirement for silent video surveillance.340 

Another failure of probable cause is when agents seek to root around in 

thousands of files, almost all of which turn out to be unrelated to the purpose of the 

search. Courts often refer to this as the problem of overbreadth. The probable cause 

that supports a narrow inquiry cannot justify such a broad investigation. Agents may 

assert the need to look at all the files, however, to determine which ones are 

relevant.341 

A superwarrant response tailored to overbreadth is to mandate prespecified 

search protocols. Magistrate judges have obligated agents to give detailed 

descriptions of the computer forensic steps they plan to take during the forensic 

analysis of the contents of a hard drive or email account, down to the specific search 

terms they would use.342 Once the warrant is issued, the agents are then bound to 

follow those protocol steps. 

When judges impose search protocols, they often pair them with iteration 

obligations.343 A warrant authorizing searches of hard drives obeying a search 

protocol will require agents to return to the judge for further authorization if they 

want to expand the search protocol. 

General Warrants. Courts and scholars will often compare the effect of 

unrestricted surveillance to the general warrants the Founders reviled.344 While this 

 
 336. Leaders of a Beautiful Struggle v. Baltimore Police Dep’t, 2 F.4th 330, 342 

(4th Cir. 2021) (en banc). 

 337. See Berger, 388 U.S. at 58–59. 

 338. 18 U.S.C. § 2518(5). 

 339. See id. 

 340. See Torres, 751 F.2d at 885. 

 341. See KERR, THE DIGITAL FOURTH, supra note 31, at 92–99; Granick, Making 

Warrants Great, supra note 313, at 29–32. 

 342. Berman, supra note 22, at 61–62. 

 343. Id. at 62. 

 344. See supra Part II; see also, e.g., Riley v. California, 573 U.S. 373, 403 (2014); 

Gray, Collective Rights, supra note 311, at 76 (describing how the Riley opinion implied that 

failing to require a warrant for search of a cell phone incident to arrest would “leave each of 

us and all of us insecure against threats of unreasonable searches in the same way that general 

warrants and writs of assistance threatened the security of the founding generation”); Granick, 
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analogy does not provide specific diagnostic criteria, it is a useful confirmatory 

comparison. It is helpful to recall that surveillance methods that share features with 

the general warrants of old strike at the heart of the Fourth Amendment and require 

judicial intervention. Further refinement of the constitutional defect should usually 

be possible through a discussion of the lack of particularity or presence of 

overbreadth. In the end, however, the touchstone remains reasonableness. 

Police Power. Finally, the overarching purpose of the Fourth Amendment 

is to prevent a too-powerful police force. Carpenter emphasized “that a central aim 

of the Framers was ‘to place obstacles in the way of a too permeating police 

surveillance.’”345 This is the essence of Orin Kerr’s equilibrium-adjustment 

theory.346 When the police amass far more power than they had in the past, courts 

can increase Fourth Amendment protections to restore the equilibrium.347 All of the 

cases we have cited focus on the ways in which technology gives the police power 

to know and predict things that would have previously been unknowable or 

impossible to predict. Carpenter itself expressly evoked the way CSLI tracking 

bestows superhuman power on the police.348 

A step-three response “plac[ing] obstacles in the way of a too permeating 

police surveillance” imposes necessity.349 In the silent-video-surveillance cases, the 

courts of appeal required that “the judge must certify that ‘normal investigative 

procedures have been tried and have failed or reasonably appear to be unlikely to 

succeed if tried or to be too dangerous.’”350 The rise of powerful new forms of 

artificial intelligence may spur judges to impose additional necessity obligations 

without waiting for the Legislature. We will consider the power of AI more in 

Section IV.D. 

The list of superwarrant requirements is not fixed and unchangeable. 

Judges must continue to exercise their flexible discretion to fashion superwarrant 

requirements to conform with the requirements of the Fourth Amendment. As we 

will demonstrate in Part IV, in the future, judges who impose superwarrant 

 
Making Warrants Great, supra note 313, at 29–32 (arguing that without enhanced judicial 

restrictions, searches for electronic data devolve into general warrants). 

 345. Carpenter v. United States, 585 U.S. 296, 305 (2018) (quoting United States 

v. Di Re, 332 U.S. 581, 595 (1948)). 

 346. See Kerr, Equilibrium-Adjustment, supra note 314, at 480–83. 

 347. See KERR, THE DIGITAL FOURTH, supra note 31, at 39–41 (“[T]he physicality 

of existing rules gives the government a massive digital windfall. . . . If Fourth Amendment 

law is to restore its balance in the digital realm, physical rules will need to change.”); see also 

id. at 66–67 (advising courts to “consider how accidents of technology have altered the 

government’s ability to access and control information in the digital realm,” and “seek a new 

rule that aims to undo the power transfer new technology caused”). 

 348. 585 U.S. at 311–12. 

 349. See id. at 305 (quoting Di Re, 332 U.S. at 595); GRAY, AGE OF SURVEILLANCE, 

supra note 4, at 255–57 (calling for new requirement that officers exhaust less invasive 

surveillance means before undertaking more invasive means). 

 350. E.g., United States v. Torres, 751 F.2d 875, 883 (7th Cir. 1984) (quoting 

18 U.S.C. § 2518(3)(c)). 
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requirements should continue to innovate new approaches to meet new threats to 

privacy and of police power.351 

B. What if No Warrant is Required? 

We treat superwarrant requirements as supplements to, rather than 

replacements for, the baseline requirements for a search warrant: probable cause, 

particularity, and the scrutiny of a neutral and detached magistrate. We have 

assumed that every surveillance technology we have considered, and those we will 

consider in Part IV, implicates a reasonable expectation of privacy under Katz and 

Carpenter and requires at least a search warrant. 

In fact, not even lower courts have yet definitely held most of the situations 

we will encounter in Part IV to be Fourth Amendment searches. The Carpenter 

majority decided that access to stored CSLI was a search but expressly declined to 

opine on the access to the real-time CSLI that we discuss in Section IV.A. Several 

lower-court judges have held that a geofence request, discussed in Section IV.B, is 

not a search requiring a warrant. If courts find that some of these activities are not 

searches and thus do not even require warrants, under the Katz–Carpenter 

framework, then what happens to our suggestions to add superwarrant obligations 

to the traditional warrant requirements? 

We have three responses. First, we view all of the surveillance methods in 

Part IV as Fourth Amendment searches and consider the courts that have held 

otherwise to have misread or misapplied Carpenter. A full analysis of that argument 

is beyond the scope of this Article. We concede, however, that a court that does not 

view a surveillance method as requiring even a search warrant will not likely impose 

superwarrant tools to regulate that method, at least under current doctrine. 

Second, we are not convinced that the reasonable expectation of privacy 

(“REP”) test remains a suitable framework for analyzing the Fourth Amendment. 

We have argued that Carpenter’s test should be read to at least supplement, if not 

replace, Katz’s REP test.352 Carpenter’s approach improves on Katz’s by 

recognizing that the third-party doctrine no longer dictates Fourth Amendment 

outcomes.353 Without the third-party doctrine, or at least with a much more limited 

one, courts may more easily recognize Part IV’s modern surveillance methods and 

others of their kind as searches requiring, at least, warrants under the Fourth 

Amendment.354 

 
 351. See, e.g., KERR, THE DIGITAL FOURTH, supra note 31, at 69; Gray, Collective 

Rights, supra note 311, at 86. 

 352. See Ohm, Many Revolutions, supra note 285, at 389–90; Tokson & Ohm, 

supra note 286; Freiwald & Smith, supra note 285, at 222, 227. 

 353. Prior to Carpenter, we both strongly criticized the extension of the third-party 

doctrine to new surveillance technologies such as email and cell site location searching. See, 

e.g., Bellia & Freiwald, supra note 299, at 147–48; Freiwald, Cell Phone Location Data, 

supra note 10, at 732–40; Ohm, Without Privacy, supra note 69, at 1330–32. 

 354. United States v. Chatrie, 136 F.4th 100, 109 (4th Cir. 2025) (en banc) 

(Wilkinson, J., concurring) (concluding, on behalf of five judges in split en banc decision 

with no governing majority opinion, that a geofence request was not a search due to the third-

party doctrine). 
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Third, and relatedly, we remain open to an even more radical upheaval in 

the way courts analyze Fourth Amendment questions, meaning a new approach that 

requires superwarrant protections even in the absence of a Katzian REP search. 

Scholars have argued that current doctrine places far too much emphasis on the 

gatekeeping role of the REP test. They would instead significantly broaden the 

textual analysis to find that a “search” occurs anytime a government agent looks into 

a suspected place or seeks or tries to find information.355 

Under a much broader view of search, judges would presumably find much 

more police conduct to be reasonable under the Fourth Amendment, having let many 

more types of investigations become the subject of Fourth Amendment analysis. In 

those cases, judges could determine that agents were conducting Fourth Amendment 

searches, but that no warrant was needed to achieve Fourth Amendment 

reasonableness.356 Or, under a broad view of search, judges could determine that 

superwarrant tools are necessary to achieve reasonableness, even if a warrant itself 

is not required.357 Of course, they could determine that both a warrant and the 

superwarrant requirements are needed to achieve reasonableness, following Berger 

and the video-surveillance cases.358 

In the interests of space, we assume without analysis in each of the case 

studies in Part IV that a judge has concluded that law enforcement conducted a 

search or seizure, meaning the Fourth Amendment governs the surveillance 

technique and a warrant is required. That is our point of departure. At that moment, 

the judge can, and should, draw from the superwarrant menu to supplement the 

warrant and craft the proper level of oversight and scrutiny. 

C. Superwarrants Versus Bans 

Although the government may view new superwarrant obligations as 

placing overly burdensome new hurdles in front of law enforcement, the better view 

is that they offer a compromise that permits otherwise unconstitutional surveillance 

to commence. Given the Fourth Amendment shortcomings of modern surveillance 

surveyed in Section IV.A—their overbreadth and lack of particularity, the way they 

resemble general warrants, and their fundamental lack of constitutional 

reasonableness—were it not for the narrowing action of superwarrant requirements, 

courts would have no choice but to ban methods of surveillance outright. 

 
 355. GRAY, AGE OF SURVEILLANCE, supra note 4, at 158–161, 249–51 (analyzing 

the “wrong turn” in the Katz case and arguing that the focus should be on the reasonableness 

of the search, using a commonsense definition of “search”); see also, e.g., DANIEL J. SOLOVE, 

NOTHING TO HIDE: THE FALSE TRADEOFF BETWEEN PRIVACY AND SECURITY 118–19 (2011) 

(advocating for replacing the REP test with a lower standard: the Fourth Amendment applies 

whenever government information gathering activities “cause[] problems of reasonable 

significance”). 

 356. GRAY, AGE OF SURVEILLANCE, supra note 4, at 251–52 (“[T]hat an activity 

constitutes a ‘search’ does not mean it is subject to Fourth Amendment regulation . . . . [T]he 

Fourth Amendment guards only against threats of unreasonable searches and seizures.”). 

 357. See, e.g., id. at 171 (“The warrant clause provides a valuable model of the 

kinds of prospective remedies that might be sufficient to fulfill the imperative command 

issued by the reasonableness clause.”). 

 358. See supra Sections II.A–B. 
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In all the situations that have led to superwarrants described in Part II, the 

judges have pointed out that without the restrictions imposed, the judge would be 

compelled to refuse to authorize the search or seizure. The Supreme Court made this 

point in Berger: “It is said that neither a warrant nor a statute authorizing 

eavesdropping can be drawn so as to meet the Fourth Amendment’s requirements. 

If that be true then the ‘fruits’ of eavesdropping devices are barred under the 

Amendment.”359 Judge Posner’s decision in Torres noted that the question of 

banning silent video surveillance “is not before us.”360 Judge Posner nonetheless left 

open the possibility that courts might later hold that the Constitution need not “be 

interpreted to allow [the surveillance technique] to be used,” citing something like 

necessity: “[L]ess intrusive techniques can be used.”361 Writing recently for the 

Ninth Circuit, District Court Judge Rakoff explained that since the government 

failed to provide a search protocol limiting the scope of their hard-drive search, it 

had “failed to identify any meaningful limitation on the scope of” the warrant, 

comparing it to a general warrant and suppressing the evidence.362 Writing earlier 

about the justification for imposing search-protocol restrictions on search warrants 

for massive hard drives, we made a similar point.363 

Defense lawyers and some civil libertarians might criticize our emphasis 

on superwarrants from the opposite direction, arguing that superwarrant tools enable 

what would otherwise be prohibited new forms of surveillance. Better to interpret 

the Fourth Amendment to ban some powerful forms of surveillance outright, they 

would argue, rather than allow superwarrant restrictions to provide a constitutional 

workaround. 

In response, we would point out that the Supreme Court has rarely 

interpreted the Fourth Amendment to categorically ban a form of surveillance. The 

closest it has come is in Winston v. Lee, which held that the Fourth Amendment 

would not allow compelling a robbery suspect to undergo surgery requiring general 

anesthesia to forcibly remove a bullet lodged within his chest.364 Even in refusing to 

permit the compelled surgery, the Court stopped short of a categorical ban, instead 

 
 359. Berger v. New York, 388 U.S. 41, 63 (1967). 

 360. United States v. Torres, 751 F.2d 875, 882 (7th Cir. 1984). 

 361. Id. at 882–83. 

 362. United States v. Holcomb, 132 F.4th 1118, 1127–30 (9th Cir. 2025). 

 363. See, e.g., Ohm, Massive Hard Drives, supra note 281, at 8. 

Computer search warrants are the closest things to general warrants we 

have confronted in the history of the Republic. This explains why 

magistrate judges have spent the past decade acting in a way 

Professor Kerr finds lawless, trying to solve the constitutional 

commingling problem with new and creative compromises, with district 

and appellate court judges weighing in as well. Far from acting beyond 

their constitutional authority, these judges have been searching for a way 

to protect Fourth Amendment interests while still allowing the police to 

solve cases. Nothing the Supreme Court has said about the particularity 

clause, in Grubbs or elsewhere, should be considered the end of the 

discussion, not at least until the Court is faced directly with the special 

problem of computer searches.  

Id. at 11. 

 364. Winston v. Lee, 470 U.S. 753, 766 (1985). 
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using a balancing test comparing “the extent of the intrusion on the respondent’s 

privacy interests” with “the State’s need for the evidence.”365 

Moreover, neither our call for the continued use of superwarrant 

restrictions, nor the three-step test we propose, pose a hurdle to arguments for Fourth 

Amendment bans. Defense lawyers in future cases may argue that the most invasive 

new forms of surveillance approximate the kind of extreme invasions of privacy 

analogous to the forced surgery in Winston. For example, using new forms of 

technology to read an individual’s thoughts, perhaps via a Neuralink implant, might 

be seen as invasive enough as to proscribe it entirely, so much so that no 

superwarrant requirements can salvage it. Relatedly, advocates may argue that any 

proposed or implemented superwarrant tools did not, in practice, sufficiently protect 

Fourth Amendment rights. 

IV. SUPERWARRANTS IN ACTION 

To concretely demonstrate how our three-step superwarrant test should 

operate in practice, we apply it to four case studies. Although these are far from the 

only surveillance activities that courts should subject to superwarrant obligations, 

these examples raise different Fourth Amendment concerns and suggest the 

application of different tools from the superwarrant toolkit. Judges should use 

superwarrant tools when the police seek permission to (1) monitor real-time CSLI; 

(2) compel a cellphone or smartphone provider to identify all phones that were in a 

particular location at a particular time (using what is known as a geofence warrant); 

(3) compel a search-engine provider to identify all users who used a particular search 

query at a particular time (a reverse-keyword-search warrant); or (4) use powerful 

new forms of artificial intelligence. 

A. Real-Time CSLI 

Carpenter established that the police may not compel a wireless phone 

provider to produce historical records containing CSLI reflecting a target’s past 

whereabouts and movements with less than a search warrant.366 It expressly 

cautioned, however, that it was not deciding whether the same holding would apply 

to prospective, real-time CSLI monitoring.367 In his review of the first three years of 

lower-court opinions applying Carpenter, Matthew Tokson noted that several lower 

courts had applied Carpenter to real-time CSLI, leading to split holdings on the 

question of whether this kind of surveillance invaded a reasonable expectation of 

 
 365. Id. at 763. 

 366. Strictly speaking, the Court reserved the question about whether this holding 

would apply to CSLI records from a very short period of time. Carpenter v. United States, 

585 U.S. 296, 310 n.3 (2018) (“[W]e need not decide whether there is a limited period for 

which the Government may obtain an individual’s historical CSLI free from Fourth 

Amendment scrutiny, and if so, how long that period might be. It is sufficient for our purposes 

today to hold that accessing seven days of CSLI constitutes a Fourth Amendment search.”). 

 367. Id. at 316 (“We do not express a view on matters not before us: real-time CSLI 

or ‘tower dumps’ (a download of information on all the devices that connected to a particular 

cell site during a particular interval).”). 
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privacy.368 We ask a different question: is a Founders’ warrant alone enough to 

authorize real-time CSLI monitoring? 

Step one requires the court to identify the features of real-time CSLI 

surveillance that impose threats to the targets of the surveillance or increase the 

power of the police. We generally recommend reference to the Carpenter factors, 

which are especially salient given that the same underlying data is at issue.369 

Many of the considerations in the Carpenter opinion apply equally to real-

time surveillance. Like stored CSLI, real-time CSLI reveals sensitive information 

about millions of people who are tracked inescapably.370 

Some Carpenter considerations are a bit less worrisome with real-time 

CSLI monitoring. Most importantly, real-time CSLI surveillance tends to be 

targeted to one specific individual’s phone. This ameliorates some of the concerns 

about time travel and monitoring the entire population that have been raised. 

On the other hand, real-time surveillance implicates concerns that go 

beyond the Carpenter Court’s analysis of stored CSLI. For one thing, real-time 

surveillance raises the concerns of ongoing surveillance. Having the police know 

where you are moving right now and into the future raises a different set of concerns 

than having the police recreate where you’ve been. With historical CSLI, agents can 

apply a filter to limit their scrutiny to places they have probable cause to examine. 

For ongoing, future-location tracking, such filters might be harder to implement. 

We think that permitting unrestricted real-time CSLI tracking with a mere 

Founders’ warrant is not enough to satisfy the Fourth Amendment. Most 

fundamentally, a warrant without a time limit would be insufficiently particular. 

Such a warrant would also rapidly become untethered from the evidence supporting 

probable cause. 

The most obvious superwarrant restriction to put in place is a time limit. 

Like real-time voice surveillance, the surveillance of a person’s movements should 

be limited in time. Judges should not sign warrants permitting CSLI location 

tracking in perpetuity. Instead, they should issue superwarrants requiring that the 

police rejustify the continuing surveillance after a specified amount of time. We do 

not have a fixed time period in mind, although we think it should be less than the 

30 days permitted by the Wiretap Act. 

Real-time surveillance of CSLI may also pose constitutional overbreadth 

problems if it might reveal commingled information that cannot be supported by 

probable cause. For example, imagine the police have probable cause to suspect that 

someone is about to violate a restraining order prohibiting them from approaching a 

particular building. That probable cause might support observing the person’s 

movements in the vicinity of that building but not in other parts of town. Or probable 

 
 368. Compare State v. Snowden, 140 N.E.3d 1112, 1125, 1128 (Ohio Ct. App. 

2019) (is a search), with People v. Bui, No. H044430, 2019 WL 1325260, at *21 (Cal. Ct. 

App. Mar. 25, 2019) (not a search). 

 369. See Tokson, supra note 289 and accompanying text (listing Carpenter factors). 

 370. See generally Freiwald, Cell Phone Location Data, supra note 10 (discussing 

how stored and real-time CSLI tracking shares problematic characteristics with wiretapping 

and bugging). 
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cause might support following a person’s movements along public roadways but not 

within buildings. 

In cases like these of likely overbreadth, judges can craft minimization 

requirements on real-time CSLI. The police could then apply a filter that would 

reveal the real-time data only within the geographic spaces permitted by the order. 

Ideally, the superwarrant would mandate the deletion of real-time CSLI in all other 

spaces.371 

B. Geofence Warrants 

All of the geofence warrant cases that have produced judicial opinions have 

involved Google.372 This probably indicates that the vast majority of geofence 

warrants have involved Google, both because Google has a billion users, but also 

because Google once stored location information for millions of its users in a central 

database it dubbed “Sensorvault.”373 

Geofence warrants are part of a broader class of “reverse” warrants.374 

What is reversed is the search’s predicate.375 With traditional warrants, including 

traditional geolocation warrants, the “search query” is information associated with 

a specific individual, such as an email address, cell phone number, or license 

plate.376 The government’s search then seeks that individual’s location during a 

particular range of times.377 

 
 371. See United States v. Karo, 468 U.S. 705, 715–16, 721 (1984) (allowing 

location tracking using a tracking beeper to track movements on public streets but prohibiting 

it to reveal movement or presence within a house). 

 372. E.g., United States v. Smith, 110 F.4th 817, 820–22 (5th Cir. 2024); United 

States v. Chatrie, 590 F. Supp. 3d 901, 936–41 (E.D. Va. 2022), aff’d, 136 F.4th 100 (4th Cir. 

2025) (en banc) (per curiam), cert. granted, No. 25-112, 2026 WL 120676 (U.S. Jan. 16, 

2026); In re Search of Info. that Is Stored at Premises Controlled by Google LLC, 579 

F. Supp. 3d 62, 72 (D.D.C. 2021). 

 373. In 2024, Google implemented a software change to the way Android phones 

store location data in the cloud, essentially removing the company’s ability to track location 

in the Sensorvault. Lars Daniel, Google to Stop Giving Location Evidence to Law 

Enforcement, FORBES (June 14, 2025, at 10:38 ET), https://www.forbes.com

/sites/larsdaniel/2024/10/08/google-to-stop-sharing-location-data-with-law-enforcement/ 

[https://perma.cc/Q9GJ-85MQ]. This ended Google’s ability to comply with geofence 

warrants, as a technical rather than a legal matter. See id. Other companies, such as mobile 

phone service providers, still retain the information needed to comply with a geofence 

warrant. 

 374. Chad Marlow & Jennifer Stisa Granick, Celebrating an Important Victory in 

the Ongoing Fight Against Reverse Warrants, ACLU (Jan. 29, 2024), 

https://www.aclu.org/news/privacy-technology/fight-against-reverse-warrants-victory 

[https://perma.cc/U3X5-VP8L]; Jane R. Bambauer, Filtered Dragnets and the Anti-

Authoritarian Fourth Amendment, 97 S. CAL. L. REV. 571, 573, 584–86 (2024). 

 375. See Marlow & Granick, supra note 374. 

 376. Carpenter is a good example. The police started with a suspect and used the 

unique identifier for his device as the predicate for a search for his location, a forward location 

search. Carpenter v. United States, 585 U.S. 296, 301–02 (2018). 

 377. See id. 
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With a geofence warrant, the police specify a location as the search 

query.378 Often, this is the scene of a crime, a particular building, or a plot of land 

where the crime occurred.379 Given the imprecision of geolocation-tracking 

technologies, the police often add a buffer of additional land around the scene of the 

crime, described in the warrant as a bounding box specified by latitude and longitude 

lines.380 So a geofence warrant may ask Google to reveal information about every 

phone in the Sensorvault database that was in or near a bank that was robbed (or 

house that was burned down, or car that was stolen) on a particular date around a 

particular time. 

Consider why the requirements of a mere Founders’ warrant would be 

completely insufficient to allow for the search of an unrestricted geofence. Geofence 

warrants that have been litigated have involved land boundaries more than 20 acres 

in a rural area.381 Another case in a densely drawn suburban area encompassed a 

circular area with a radius of 150 meters, encompassing more than 17 acres.382 

Boundaries like these have encompassed businesses, homes, and places of 

worship.383 In these cases, far more innocent people than criminal suspects tend to 

be found within the geofence boundaries. 

As it happens, for several years geofence warrants have been subjected to 

superwarrant-like requirements beyond probable cause, particularity, and judicial 

review; the irony is that lawyers working at Google, not magistrate judges, imposed 

these requirements.384 Company lawyers claim that they have imposed these 

requirements because they thought that without them, geofence warrants would 

violate the location privacy of their users or place too much of a burden on 

 
 378. Amster & Diehl, supra note 102, at 388. Geofence warrants are similar to an 

older approach known as a “tower dump.” A tower dump is a request to a provider of cell 

phone service to produce the identity of any person who owned a cell phone that was 

registered with a particular cell tower that was closest to the scene of a crime. Emma Lux, 

Privacy in the Dumps: Analyzing Cell Tower Dumps Under the Fourth Amendment, 57 AM. 

CRIM. L. REV. ONLINE 109, 109–10 (2020). Reports suggest that tower dumps had become 

increasingly used around the time Carpenter was decided. Zack Whittaker, T-Mobile Quietly 

Reported a Sharp Rise in Police Demands for Cell Tower Data, TECHCRUNCH (July 12, 2019, 

at 10:23 PT), https://techcrunch.com/2019/07/12/t-mobile-cell-tower-government-demands/ 

[https://perma.cc/U8NQ-YQNY] (reporting 6,184 tower dump requests to T-Mobile in 2018, 

a 27% increase from 2017). Carpenter expressly disclaimed making any ruling on tower 

dumps. Carpenter, 585 U.S. at 316 (“Our decision today is a narrow one. We do not express 

a view on matters not before us: real-time CSLI or ‘tower dumps’ (a download of information 

on all the devices that connected to a particular cell site during a particular interval).”). 

 379. United States v. Smith, 110 F.4th 817, 826 (5th Cir. 2024) (assessing a warrant 

for Google users near the scene of the robbery of a postal service driver). 

 380. See, e.g., United States v. Chatrie, 590 F. Supp. 3d 901, 915, 918–19 (E.D. Va. 

2022), aff’d, 136 F.4th 100 (4th Cir. 2025) (en banc) (per curium), cert. granted, No. 25-112, 

2026 WL 120676 (U.S. Jan. 16, 2026) (including aerial of photo of 17-acres captured in 

geofence drawn around the bank where a robbery had occurred). 

 381. See Smith, 110 F.4th at 826. 

 382. Chatrie, 590 F. Supp. 3d at 918. 

 383. Id. 

 384. Amster & Diehl, supra note 102, at 398–406. 
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Google.385 In a sense, this justifies our call for superwarrants. At the same time, the 

Judiciary should develop and impose these obligations, rather than relying on the 

choices of private actors.386 

Google’s lawyers have imposed a three-step protocol (not to be confused 

with our three-step framework for superwarrants) for all geofence warrants.387 In 

step one, the police specified the geofence parameters for the location where and 

time when the crime occurred.388 Just as the location usually included a buffer of 

land around the crime scene, the time also usually included a temporal buffer, often 

the hour before and after the time of the crime.389 For at least one case, the 

government requested an entire month’s worth of data, but Google limited their 

response to a week’s worth of data.390 Google then searched the Sensorvault and 

returned an anonymized list showing limited information about all of the phones 

within the geofence parameters, specifying the date, time, latitude, longitude, and 

“confidence interval” of each phone.391 To give a sense of scale, in one case, step 

one returned only 3 anonymous devices;392 in another it returned 19.393 

In step two, the police were asked to narrow down the long list of phones 

identified in step one into a shorter list of phones that seemed to the police to be 

associated with the crime.394 For example, a phone that simply passed through the 

bounding box without stopping could be ruled out as unrelated to the crime.395 But 

even for the phones in the shorter list, Google would still not reveal identity 

information.396 Instead, the police were permitted to learn a little more about what 

Google knew about the phones on the step-two list.397 For example, Google would 

often reveal where the phones on that list moved before and after the original 

window of time, allowing them to be tracked beyond the spatial and temporal limits 

of step one.398 Likewise, step-two requests often would ask for the movements of 

these phones, anywhere in the world, for the two hours before and after the time of 

 
 385. See Declaration of Sarah Rodriguez at 3 ¶ 5, United States v. Chatrie, No. 19-

cr-00130 (E.D. Va. Mar. 11, 2020), ECF No. 96-2. 

 386. See Matthew Tokson & Ari E. Waldman, Social Norms in Fourth Amendment 

Law, 120 Mich. L. Rev. 265, 298–301 (2021) (discussing the incentives of private companies 

to collect ever more information due to their “antiprivacy norms”); KERR, THE DIGITAL 

FOURTH, supra note 31, at 188–90 (discussing the acquisition of extensive amounts of 

location data by private companies, and the selling of that data to the government). 

 387. United States v. Smith, 110 F.4th 817, 824–25 (5th Cir. 2024). 

 388. Id. 

 389. See id. 

 390. See State v. Contreras-Sanchez, 5 N.W.3d 151, 158 (Minn. Ct. App. 2024). 

 391. Id.; Smith, 110 F.4th at 824–25. 

 392. Smith, 110 F.4th at 827. 

 393. United States v. Chatrie, 590 F. Supp. 3d 901, 921 (E.D. Va. 2022), aff'd, 136 

F.4th 100 (4th Cir. 2025) (en banc) (per curium), cert. granted, No. 25-112, 2026 WL 120676 

(U.S. Jan. 16, 2026). 

 394. Smith, 110 F.4th at 825. 

 395. Id. 

 396. See id. 

 397. Id. 

 398. Id. 
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the crime.399 Returning to the number of people implicated, in the case in which step 

one returned three devices, officers requested for further information about all three 

in step two.400 In the case involving 19 devices, officers sought additional 

information about all 19.401 

Finally, in step three, the police once again narrowed down the identified 

hits to those most likely associated with the crime under investigation.402 They 

would single out these phones to Google, seeking additional information about 

them.403 At this point, Google revealed names or email addresses associated with 

those phones.404 In both cases mentioned above, the police finally sought the identity 

of three people in step three.405 

On the one hand, it is good for the privacy of Google’s users that Google 

lawyers unilaterally imposed superwarrant requirements on these warrants. On the 

other hand, secret and unknowable conversations within the boardrooms of a private 

company are not how these important decisions should have been made. This is 

especially important because law-enforcement officials have reportedly sought 

geofence warrants from companies other than Google.406 

It is better, then, to have magistrates, whose reasoning and decisions are 

recorded, impose these obligations. In that way, defense lawyers, civil litigants, and 

appellate courts can scrutinize those decisions and their reasoning. The first 

superwarrant requirement that courts ought to impose is necessity, a power that not 

even Google’s powerful lawyers could have wielded.407 Carpenter established the 

special sensitivity of the geolocation information produced by smartphones.408 

Unlike the forward location searches of that case—the search was predicated on 

Timothy Carpenter’s unique phone ID, and the records revealed only Timothy 

Carpenter’s location—geofence warrants reveal the movement information of 

dozens of innocent people who were in the wrong place at the wrong time.409 All of 

these factors justify restricting the use of geofence warrants to be last resorts in 

criminal investigations. As with wiretaps, the police must demonstrate that they had 

tried to use other investigative steps and those methods had failed before they can 

seek a geofence warrant.410 Less intrusive methods could include interviewing 

eyewitnesses, using sketch artists, and viewing surveillance-camera footage. 

 
 399. See United States v. Chatrie, 590 F. Supp. 3d 901, 919 (E.D. Va. 2022), aff'd, 

136 F.4th 100 (4th Cir. 2025) (en banc) (per curium), cert. granted, No. 25-112, 2026 WL 

120676 (U.S. Jan. 16, 2026). 

 400. Smith, 110 F.4th at 828. 

 401. Chatrie, 590 F. Supp. 3d at 921. 

 402. See Smith, 110 F.4th at 825. 

 403. Id. 

 404. Id. 

 405. Id. at 825, 828; Chatrie, 590 F. Supp. 3d at 921. 

 406. See PETER BERRIS & CLAY WILD, CONG. RSCH. SERV., LSB11274, GEOFENCE 

WARRANTS AND THE FOURTH AMENDMENT 1 (2026). 

 407. See 18 U.S.C. § 2518(3)(c). 

 408. Carpenter v. United States, 585 U.S. 296, 320 (2018). 

 409. Geofence Warrants and the Fourth Amendment, supra note 102, at 2521–22. 

 410. 18 U.S.C. § 2518(3)(c). 
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Beyond necessity, judges would be well advised to adopt something like 

Google’s three-step protocol, with the courts acting as a neutral and detached 

intermediary between the location provider and the police. Again, this is not a role 

for the court that can easily be accommodated by a one-and-done Founders’ warrant. 

It requires courts to take up the power demonstrated in Berger and the silent-video-

surveillance cases to play an ongoing role in executing the search. 

We suspect that the courts will end up modifying Google’s three-step 

protocol.411 For example, according to published opinions, it seems that Google uses 

its own internally developed (and undisclosed) metrics to decide whether a given 

response at each step would reveal too much information about too many users. We 

would hope that courts will engage in this kind of assessment too, but we suspect 

they will develop approaches that are more public, subject to review, and systematic. 

Iterative processes impose new burdens relative to one-and-done Founders’ 

warrants by multiplying the work, time, and attention a judge and her staff spend 

reviewing the steps of an investigation. Imposing new iteration requirements—for 

geofence warrants but also for other overbroad investigative techniques—will place 

additional strain on judicial resources.412 Nonetheless, we view iterative processes 

as essential to unearth and address the Fourth Amendment challenges of modern 

surveillance practices, as courts have recognized when overseeing hard-drive 

searches and even wiretap investigations. 

C. Reverse-Keyword-Search Warrants 

Closely related to geofence warrants are reverse-keyword-search 

warrants.413 Reverse-keyword-search warrants instruct the provider of a search 

engine, such as Google, to return the identity of any user who entered a particular 

search query or searched for a particular topic during a specified period of time.414 

There are far fewer cases adjudging these warrants than geofence warrants, which 

suggests that they may be less frequently used to date.415 The primary case that has 

assessed reverse-keyword-search warrants shows the shortcomings of Founders’ 

warrants in assessing and cabining the power of this investigative tool.416 

 
 411. At the time of this publication, the U.S. Supreme Court is considering the 

constitutionality of a geofence warrant. Chatrie v. United States, No. 25-112, 2026 WL 

120676, at *1 (U.S. Jan. 16, 2026) (granting petition for certiorari). 

 412. In a time of shrinking staff sizes and budgets, magistrate judges may view 

iteration requirements as impractical or even impossible to implement. We urge the 

Legislature to consider the funding needed for iteration as a necessary way to maintain Fourth 

Amendment rights in the face of increasingly intrusive and overbroad surveillance practices. 

 413. See Owsley, Keyword Search Warrants, supra note 103, at 69; Abigail Zislis, 

Reverse Keyword Search Warrants and the Threat to Online Privacy, TECH POL’Y PRESS 

(Apr. 29, 2025), https://www.techpolicy.press/regulating-tracking-of-online-search-queries-

and-histories-the-advent-of-the-reverse-keyword-search-warrant/ [https://perma.cc/ZL93-

3URJ]; Marlow & Granick, supra note 374; John Villasenor, Keyword Search Warrants and 

the Fourth Amendment, BROOKINGS (FEB. 22, 2024), https://www.brookings.edu/articles

/keyword-search-warrants-and-the-fourth-amendment/ [https://perma.cc/7Q4Y-CD8H]. 

 414. Owsley, Keyword Search Warrants, supra note 103, at 69. 

 415. Id. at 72. 

 416. People v. Seymour, 536 P.3d 1260, 1272, 1275–78 (2023). 
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That case is People v. Seymour, an opinion of the Supreme Court of 

Colorado.417 Seymour involved an arson that destroyed a Denver home and killed 

five people.418 Police sent Google a warrant seeking user information for any user 

who had searched for one of nine variations of the address of the house that had been 

burned, during a 14-day period.419 In response, Google seems to have adopted a 

multi-step protocol akin to their geofence protocol.420 After winnowing down the 

list of potential users, Google produced data showing that eight users had searched 

for the address during the 14-day period.421 

The Colorado Supreme Court held that reverse-keyword-search warrants 

did invade a reasonable expectation of privacy, applying Carpenter, but focused its 

analysis on the Colorado Constitution.422 Turning then to the traditional mode of 

search-warrant analysis, the Court first held that the search warrant satisfied the 

requirement of particularity.423 This reflects, in part, the crabbed interpretation 

courts have given to particularity. But the court also did recite some superwarrant-

like considerations, ultimately finding that “[a]lthough the database is large, the 

narrow search terms, the time frame constraints, and the fact that the initial search 

was anonymized all served to minimize any invasion of privacy resulting from the 

search.”424 

The Court engaged in a similar analysis regarding probable cause.425 It 

emphasized that “a computer searched a massive database—with no law-

enforcement eyes on any information and no individuals identified—looking for 

nothing other than an address.”426 Ultimately, the Court did not rule on probable 

cause, finding in the alternative that the police justifiably relied on the warrant under 

the good-faith exception.427 

Although we agree with the Seymour Court that reverse keyword searches 

implicate a reasonable expectation of privacy, we think the Court’s analyses of 

particularity and probable cause demonstrate the limits of Founders’ warrants. The 

only recourse a court has with these tests is to invalidate the entire search. 

Superwarrant requirements give courts and law enforcement a more nuanced way to 

allow some powerful new techniques, but cabined by additional procedural 

protections. Rather than forcing an all-or-nothing choice, superwarrants can permit 

but restrain. 

A superwarrant analysis of reverse-keyword-search warrants would start 

with the considerations given for geofence warrants. Courts should impose necessity 

 
 417. Id. 

 418. Id. at 1268. 

 419. Id. 

 420. See id. at 1268–69. 

 421. Id. at 1269. 

 422. Id. at 1272–73. 

 423. Id. at 1276. 

 424. Id. 

 425. Id. at 1278. 

 426. Id. 

 427. Id. at 1280. 
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obligations, ensuring that these warrants come last in an investigation.428 They 

should impose something like Google’s three-step process to minimize the number 

of innocent people who are implicated in the search.429 

But we think these searches raise special concerns that go beyond the 

protections required for geofence warrants. As the Seymour Court noted, these 

searches are laden with free-speech and free-thought concerns.430 These searches 

strike at the heart of what Neil Richards calls intellectual privacy431 and thus justify 

additional superwarrant protections. The Supreme Court has held that searches that 

implicate speech concerns are subject to a higher standard of review.432 For example, 

courts might follow the lead of the Federal Wiretap Act and limit reverse-keyword-

search warrants to specific investigations, perhaps involving ongoing threats of 

death or severe bodily injury.433 

In some cases, intellectual-privacy concerns may be so significant that they 

justify a different response for reverse keyword searches: a ban.434 Courts may 

decide that the traces of our thoughts and plans that tend to get submitted to search 

engines are not the kind of materials that may be mined across an entire global user 

base. These searches are arguably more powerful than general warrants at the time 

of the Founders, which after all did not empower the British government to probe 

the thoughts of entire populations from the comfort of an office chair. A court could 

reasonably conclude that unpredicated reverse-keyword-search warrants simply 

cannot satisfy particularity and probable cause, and additionally, that no 

superwarrant restrictions can save them. We also imagine the Legislature could 

impose this ban.435 

D. Powerful AI Tools 

The police are beginning to adopt new surveillance techniques built on top 

of powerful new frontier AI models, giving them the ability to process, filter, infer, 

and predict in ways they never have been able to do before.436 Judges can play an 

important role by imposing superwarrant restrictions to prevent these techniques 

from being used as modern general warrants. Consider three examples: keeping 

 
 428. See 18 U.S.C. § 2518(3)(c). 

 429. United States v. Smith, 110 F.4th 817, 824–25 (5th Cir. 2024). 

 430. Seymour, 536 P.3d at 1274 (“[W]e conclude that accessing the internet’s 

marketplace of ideas through a Google search constitutes expressive activity that triggers the 

need for courts to exercise ‘scrupulous exactitude’ in evaluating the validity of a warrant 

seeking that search history.”). 

 431. NEIL RICHARDS, INTELLECTUAL PRIVACY: RETHINKING CIVIL LIBERTIES IN THE 

DIGITAL AGE 103–04 (2015). 

 432. Zurcher v. Stanford Daily, 436 U.S. 547, 564 (1978) (“Where the materials 

sought to be seized may be protected by the First Amendment, the requirements of the Fourth 

Amendment must be applied with ‘scrupulous exactitude.’” (citation omitted)). 

 433. See 18 U.S.C. § 2516(1) (limiting orders for oral and voice wiretaps to 

investigations involving certain enumerated crimes). 

 434. Zislis, supra note 413. 

 435. The New York State legislature has considered banning geofence and reverse 

keyword searches. S.B. S404, 2025–2026 Leg., Reg. Sess. (N.Y. 2025) (Reverse Location 

and Reverse Keyword Search Prohibition Act). 

 436. See supra Subsections I.B.4.c–d. 
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humans in the loop, addressing emergent behavior, and responding to massive 

increases in efficiency. 

1. Keeping a Human in the Loop 

The broader AI literature has long debated the importance of keeping a 

“human in the loop.”437 Many have argued that AI systems should never be allowed 

to make important decisions unless a human has checked and validated the 

conclusions. Arguments for keeping humans involved in algorithmic decision-

making stem from concerns about accuracy and other values. 

The accuracy argument derives from the fact that humans can spot mistakes 

that AI systems make.438 Special attention has been paid to AI systems that turn out 

to make distinctions prohibited by civil-rights laws, such as in decisions about 

housing, credit, or employment that are based on gender or race.439 In some settings, 

a human aided by AI can be more accurate than either the human or AI acting 

alone.440 The accuracy-based support for humans in the loop may weaken over time, 

as some AI systems in some contexts have, apparently, become far more accurate 

than the best humans.441 

Just as intriguingly, other reasons beyond accuracy support ensuring that 

humans are involved in AI decision-making. For example, some have argued that 

humans are entitled to be judged by other humans for moral reasons or as part of 

core human and legal rights, such as due process, equality, and respect for dignity.442 

 
 437. See Rebecca Crootof, Margot E. Kaminski & W. Nicholson Price II, Humans 

in the Loop, 76 VAND. L. REV. 429, 473–74 (2023) (identifying nine policy reasons for 

keeping humans in the loop); Ben Green, The Flaws of Policies Requiring Human Oversight 

of Government Algorithms, 45 COMPUT. L. & SEC. REV., July 2022, at 1. 

 438. Crootof, Kaminski & Price, supra note 437, at 475–76 (noting an AI system 

used by the Michigan Unemployment Insurance Agency that was later audited to have a 93% 

error rate without a human in the loop, and a 44% error rate with human review). 

 439. Solon Barocas & Andrew D. Selbst, Big Data’s Disparate Impact, 104 CALIF. 

L. REV. 671, 677–92 (2016) (“Not only can data mining inherit prior prejudice through the 

mislabeling of examples, it can also reflect current prejudice through the ongoing behavior of 

users taken as inputs to data mining.”). 

 440. See generally PAUL R. DAUGHERTY & H. JAMES WILSON, HUMAN + MACHINE: 

REIMAGINING WORK IN THE AGE OF AI (2018) (collecting research suggesting that companies 

that combine human and machine collaboration outperform those that focus on machine or 

human alone). Other research casts doubt on this conclusion. A meta-study concluded that 

human-AI systems did not improve on AI working alone across more than 100 recent studies. 

Michelle Vaccaro, Abdullah Almaatouq & Thomas Malone, When Combinations of Humans 

and AI Are Useful: A Systematic Review and Meta-Analysis, 8 NATURE HUM. BEHAV. 2293, 

2293 (2024). 

 441. As one example of high relevance in the criminal surveillance context, 

machine learning systems now surpass human performance in some facial-recognition tasks. 

P. Jonathon Phillips & Alice J. O’Toole, Comparison of Human and Computer Performance 

Across Face Recognition Experiments, 32 IMAGE & VISION COMPUTING 74, 74 (2014) (“[F]or 

matching frontal faces in still images, algorithms are consistently superior to humans. For 

video and difficult still face pairs, humans are superior.”). 

 442. For example, Kiel Brennan-Marquez and Stephen Henderson have argued that 

the principle of “role-reversibility” requires humans to be involved in some decisions, such 

as jury verdicts or sentencing. Kiel Brennan-Marquez & Stephen E. Henderson, Artificial 
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We believe that the Fourth Amendment might sometimes require a human 

in the loop, and in those situations, a new category of superwarrant requirements can 

create this obligation. As in the broader debate around human involvement in AI 

decision-making, there are both accuracy and nonaccuracy reasons to support this. 

With facial-recognition technology (“FRT”), for example, multiple studies have 

demonstrated the obvious errors that FRT systems have made, mistakes that humans 

can easily spot.443 

For a nonaccuracy-based argument, consider new agentic AI technology. 

The police might deploy an AI agent built on a powerful frontier model and give 

that agent access to an internet connection. For example, the police might instruct 

the agent to “look online for people distributing child sex abuse materials.” If the 

agent begins hacking into nonpublic servers, it could easily violate the Fourth 

Amendment. Requiring a human in the loop to ensure that the agent stays within 

preapproved bounds would deter such violations. 

2. Addressing Emergent Behavior 

Frontier models can exhibit emergent behavior, meaning capabilities that 

system developers and other researchers did not intend and are surprised to 

observe.444 In other words, an emergent behavior is not defined through an objective 

measure of a model’s power or capability; instead, it reflects the (exceeded) 

expectations of human beings.445 

As an example, researchers have been surprised that training a large 

language model (“LLM”) on billions of examples of written text gives the model 

capabilities that go beyond the ability to write prose.446 LLMs can draw pictures a 

user prompts it to draw, without having been trained on images, by utilizing 

computer programming languages used for creating images.447 LLMs have also 

 
Intelligence and Role-Reversible Judgment, 109 J. CRIM. L. & CRIMINOLOGY 137, 140 (2019). 

They connect this to the old sentiment, “there but for the grace of God go I.” Id. at 149–50. 

Importantly, the principle is not about—or not solely about—improving the accuracy of 

decisions. Id. at 142. “[E]ven assuming role-reversibility will not improve the accuracy of 

decision-making, it still has intrinsic value,” they argue. Id. 

 443. Joy Buolamwini & Timnit Gebru, Gender Shades: Intersectional Accuracy 

Disparities in Commercial Gender Classification, 81 PROCS. MACH. LEARNING RSCH., Feb. 

2018, at 2–8; Jacob Snow, Amazon's Face Recognition Falsely Matched 28 Members of 

Congress with Mugshots, ACLU (July 26, 2018), https://www.aclu.org/blog/privacy-

technology/surveillance-technologies/amazons-face-recognition-falsely-matched-28 [https://

perma.cc/5WZV-58RU]. 

 444. Thomas Woodside, Emergent Abilities in Large Language Models: An 

Explainer, CTR. FOR SEC. AND EMERGING TECH. (Apr. 16, 2024), https://cset.georgetown.edu/

article/emergent-abilities-in-large-language-models-an-explainer/ [https://perma.cc/6RXV-

QEWF]. 

 445. See Rylan Schaeffer, Brandon Miranda & Sanmi Koyejo, Are Emergent 

Abilities of Large Language Models a Mirage?, ARXIV 4 (May 22, 2023), 

https://arxiv.org/pdf/2304.15004 [https://perma.cc/W7V6-TCTX]. 

 446. See Jason Wei et al., Emergent Abilities of Large Language Models, ARXIV 1 
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demonstrated the ability to solve math problems or play chess, not at world-class 

levels but with surprising competence.448 Researchers believe these models are not 

simply parroting math problems or chess games in their training data, but learning 

something more abstract and general about those kinds of tasks.449 

When the police request permission to deploy a new tool built atop a 

frontier AI system, the reviewing judge should consider the possibility of 

unexpected powers based on emergent behaviors. At the single moment in time 

when the police apply for a search warrant, they cannot, by definition, describe any 

emergent behaviors an AI model may exhibit after the warrant issues. 

Several superwarrant restrictions can rein in the use of AI techniques to 

protect against constitutionally unreasonable emergent behavior. First, the warrant 

can obligate the police to audit the AI, both before deployment and during the course 

of the investigation, to look for unexpected behaviors.450 Second, judges may 

impose both time limits and iteration requirements, obligating return visits to court 

to update the authorizing judge on unexpected capabilities. Third, judges may 

mandate external testing of the system, perhaps hiring an AI-focused security firm 

to conduct what is known as a red-team examination of the technology to identify 

how it responds when deployed.451 

3. Superwarrants as Sources of Friction 

Finally, scholars in other contexts have proposed legal approaches to inject 

beneficial friction into technological systems to address certain harmful tendencies 

within them.452 AI might inspire new superwarrant obligations to inject friction to 
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limit the power of the police. These frictional obligations might, for example, be 

measures to increase an investigative method’s transparency. For example, a judge 

can require the police to provide a formal accounting for how the use of a new tool 

reduces the time or expense required to learn something about individual activity. 

For a non-AI-related inspiration, consider a proposal from Kevin Bankston and 

Ashkan Soltani.453 They argue that Fourth Amendment rules should vary depending 

on the efficiency gain of new techniques for location tracking. They note, for 

example, that attaching a GPS tracking device to a car was 28 times cheaper than 

tailing a suspect using a team of FBI agents, and that gathering CSLI data was twice 

as cheap as deploying the tracking device.454 If the police want to use an LLM-based 

system to search through millions of documents in minutes, a judge might require 

information about the system’s methodology, perhaps in an iterative process, before 

authorizing the search. Nothing in the Founders’ warrants obligates the police to 

calculate or report on how or by how much new surveillance methods improve 

efficiency as compared to their predecessors, but a new superwarrant requirement 

could impose this obligation. Doing so, perhaps in an iterative fashion, would help 

the judge achieve the Fourth Amendment’s mandate of “placing obstacles in place 

of an all too permeating police surveillance.”455 

CONCLUSION 

The Founders enshrined in the Constitution the principles of 

reasonableness, probable cause, and particularity in response to the abusive search 

and seizure practices of the King’s officials.456 Through foresight, providence, or 

fortune, they expressed those principles in the open-textured language of the Fourth 

Amendment, language broad enough to provide a stable baseline of privacy and 

security over time.457 

Since the dawn of bugging and wiretapping, the courts have returned to that 

language to find a compromise between two imperatives: protecting the rights of 

“the People” and allowing the government to take advantage of new methods of 

surveillance to uncover crime and bring justice to victims.458 Those charged with 

striking that balance, at least in the first instance, are the judges asked to authorize 

these new techniques and sanction these new powers. 
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After the Olmstead majority’s false start,459 the Judiciary found its footing 

in Berger, affirming judges’ indispensable role in preserving the Fourth 

Amendment’s central balance.460 In the six decades since, judges have continued to 

play that role, devising superwarrant requirements tailored to meet successive waves 

of surveillance advances.461 

Now, in the “age of surveillance capitalism,”462 the lesson of Berger has 

never been more urgent. The modern police—supercharged by the tech sector’s 

relentless innovation—constantly expands its investigative arsenal. Judges are the 

first outsiders to glimpse these advances, the only ones beyond the “competitive 

enterprise of ferreting out crime”463 who are read into the details. If they do not 

exercise their well-established authority to impose tailored superwarrant 

restrictions, our Fourth Amendment protections will erode with every technological 

advance. Exercising that authority is not optional—it is their charge. 
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